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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type
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Hardware
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Hardware
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Hardware
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Hardware
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Hardware

Vendor Product Version Update Edition Language
Cisco Cache Engine 505 2.4.0 All All All
Cisco Cache Engine 505 3.0 All All All
Cisco Cache Engine 505 2.4.0 All All All
Cisco Cache Engine 505 3.0 All All All
Cisco Cache Engine 550 All All All All
Cisco Cache Engine 550 2.2.0 All All All
Cisco Cache Engine 550 2.4.0 All All All
Cisco Cache Engine 550 3.0 All All All
Cisco Cache Engine 550 All All All All
Cisco Cache Engine 550 2.2.0 All All All
Cisco Cache Engine 550 2.4.0 All All All
Cisco Cache Engine 550 3.0 All All All
Cisco Cache Engine 570 2.2.0 All All All
Cisco Cache Engine 570 2.4.0 All All All
Cisco Cache Engine 570 3.0 All All All
Cisco Cache Engine 570 570 All All All

Cisco Cache Engine 570 2.2.0 All All All
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Application Cisco Content Engine 507 All All All
Application Cisco Content Engine 507_2.2.0 All All All
Application Cisco Content Engine 507_83.1 All All All
Application  Cisco Content Engine 507_4.0 All All All
Application Cisco Content Engine 507_4.1 All All All
Application Cisco Content Engine 560 All All All
Application Cisco Content Engine 560_2.2.0 All All All
Application Cisco Content Engine 560_3.1 All All All
Application Cisco Content Engine 560_4.0 All All All
Application Cisco Content Engine 560_4.1 All All All
Application Cisco Content Engine 590 All All All
Application Cisco Content Engine 590_2.2.0 All All All
Application Cisco Content Engine 590_3.1 All All All
Application Cisco Content Engine 590_4.0 All All All
Application Cisco Content Engine 590_4.1 All All All
Application Cisco Content Engine 7320 All All All
Application Cisco Content Engine 7320_2.2.0 All All All
Application Cisco Content Engine 7320_3.1 All All All
Application Cisco Content Engine 7320_4.0 All All All
Application Cisco Content Engine 7320_4.1 All All All
Hardware Cisco Content Router 4430 All All All All
Hardware Cisco Content Router 4430 All All All All
Application Cisco Enterprise Content Delivery Network Software 4.0 All All All
Application Cisco Enterprise Content Delivery Network Software 41 All All All
Application Cisco Enterprise Content Delivery Network Software 4.0 All All All
Application Cisco Enterprise Content Delivery Network Software 41 All All All
Reference

Cisco Security Advisory: Transparent Cache Engine and Content Engine TCP Relay Vulnerability

ISS X-Force Database: cisco-cache-content-tcp-forward (9082): Cisco Cache and Content Engines could allow an attacker to spoof the origin
Cisco Cache Engine Default Configuration Arbitrary User Proxy Vulnerability

CVE Program record

NVD vulnerability detail
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There are currently no legacy QID mappings associated with this CVE.
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