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Summary

CVE CVE-2002-0785

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-08-12 04:00:00 UTC

Updated 2008-09-05 20:28:00 UTC

Description AOL Instant Messenger (AIM) allows remote attackers to cause a denial of service (crash) via an "AddBuddy" link with the ScreenName parameter set to a large number of comma-separated values, possibly triggering a buffer overflow.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Aol Instant Messenger 4.0 All All All

Application Aol Instant Messenger 4.1 All All All

Application Aol Instant Messenger 4.1.2010 All All All

Application Aol Instant Messenger 4.2 All All All

Application Aol Instant Messenger 4.2.1193 All All All

Application Aol Instant Messenger 4.3 All All All

Application Aol Instant Messenger 4.3.2229 All All All

Application Aol Instant Messenger 4.4 All All All

Application Aol Instant Messenger 4.5 All All All

Application Aol Instant Messenger 4.6 All All All

Application Aol Instant Messenger 4.7 All All All

Application Aol Instant Messenger 4.7.2480 All All All

Application Aol Instant Messenger 4.8.2616 All All All

Application Aol Instant Messenger 4.8.2646 All All All

Application Aol Instant Messenger 4.0 All All All

Application Aol Instant Messenger 4.1 All All All

Application Aol Instant Messenger 4.1.2010 All All All
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Application Aol Instant Messenger 4.1.2010 All All All

Application Aol Instant Messenger 4.2 All All All

Application Aol Instant Messenger 4.2.1193 All All All

Application Aol Instant Messenger 4.3 All All All

Application Aol Instant Messenger 4.3.2229 All All All

Application Aol Instant Messenger 4.4 All All All

Application Aol Instant Messenger 4.5 All All All

Application Aol Instant Messenger 4.6 All All All

Application Aol Instant Messenger 4.7 All All All

Application Aol Instant Messenger 4.7.2480 All All All

Application Aol Instant Messenger 4.8.2616 All All All

Application Aol Instant Messenger 4.8.2646 All All All

References

Reference

5109

ISS X-Force Database: aim-addbuddy-bo (9058): AOL Instant Messenger aim:AddBuddy buffer overflow could be used to crash the program

CERT/CC Vulnerability Note VU#259435

Neohapsis Archives - Bugtraq - Hole in AOL Instant Messenger - From interwn@interwn.nl

AOL Instant Messenger AddBuddy Hyperlink Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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