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The web management interface for Cisco Content Service Switch (CSS) 11000 switches allows remote attackers to cause :
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type
Hardware
Hardware
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

References

Vendor Product Version Update Edition Language
Cisco Content Services Switch 11000 All All All All
Cisco Content Services Switch 11000 All All All All
Cisco Webns 4.0_1.053s All All All
Cisco Webns 5.0_0.038s All All All
Cisco Webns 5.0_1.012s All All All
Cisco Webns 5.0_2.005s All All All
Cisco Webns 5.1.0.0.10 All All All
Cisco Webns 4.0_1.053s All All All
Cisco Webns 5.0_0.038s All All All
Cisco Webns 5.0_1.012s All All All
Cisco Webns 5.0 2.005s All All All
Cisco Webns 5.1.0.0.10 All All All
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CERT/CC Vulnerability Note VU#686939 (

CERT/CC Vulnerability Note VU#330275 (
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Cisco Content Service Switch XML Denial Of Service Vulnerability |
Cisco Content Service Switch HTTPS Post Denial Of Service Vulnerability |
ISS X-Force Database: cisco-css-http-dos (9083): Cisco CSS switches Web management interface invalid HTTP request denial of service

Cisco Security Advisory: Content Service Switch Web Management HTTP Processing Vulnerabilities (
CVE Program record (

NVD vulnerability detail I

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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