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Certain versions of Jrun from Macromedia contain the following
vulnerability:

Buffer overflow in the ISAPI DLL filter for Macromedia JRun 3.1 allows
remote attackers to execute arbitrary code via a direct request to the
filter with a long HTTP host header field in a URL for a .jsp file.
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CVE References

Description Tags Link

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 5082

ISS X-Force Database: jrun-isapi-host-bo (9194):
Macromedia JRun ISAPI long host header request buffer
overflow

Patch

Vendor Advisory

web.archive.org

text/html

Inactive Link Not Archived

 XF jrun-isapi-host-bo(9194)

CERT Advisory CA-2002-14 Buffer overflow in Macromedia
JRun

US Government Resource

www.cert.org

text/html

 CERT CA-2002-14

No Description Provided web.archive.org

text/html

Inactive Link Not Archived

 VULNWATCH 20020529 [VulnWatch] FW:
Macromedia JRUN Buffer overflow vulnerability
(#NISR29052002)

CVE-2002-0801 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/CVE-2002-801.pdf
http://cve.report/software/macromedia/jrun
http://cve.report/vendor/macromedia
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.osvdb.org/5082
https://web.archive.org/web/2002/http://www.iss.net/security_center/static/9194.php
http://www.cert.org/advisories/CA-2002-14.html
https://web.archive.org/web/2002/http://archives.neohapsis.com/archives/vulnwatch/2002-q2/0085.html
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Inactive Link Not Archived (#NISR29052002)

Macromedia JRun Host Header Field Buffer Overflow
Vulnerability

Patch

Vendor Advisory

cve.report (archive)

text/html

 BID 4873

SecurityFocus HOME Mailing List: BugTraq web.archive.org

text/html

Inactive Link Not Archived

 BUGTRAQ 20020529 Addendum to
advisory #NISR29052002 (JRun buffer
overflow)

CERT/CC Vulnerability Note VU#703835 Patch

Third Party Advisory

US Government Resource

www.kb.cert.org

text/html

 CERT-VN VU#703835

SecurityFocus HOME Mailing List: BugTraq web.archive.org

text/html

Inactive Link Not Archived

 BUGTRAQ 20020529 Macromedia JRUN
Buffer overflow vulnerability (#NISR29052002)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Macromedia Jrun 3.0 All All All

Application Macromedia Jrun 3.1 All All All

Application Macromedia Jrun 3.0 All All All

Application Macromedia Jrun 3.1 All All All

No vendor comments have been submitted for this CVE
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