
CVE-2002-0830
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2002-0830

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-08-12 04:00:00 UTC

Updated 2017-10-10 01:30:00 UTC

Description Network File System (NFS) in FreeBSD 4.6.1 RELEASE-p7 and earlier, NetBSD 1.5.3 and earlier, and possibly other operating systems, allows remote attackers to cause a denial of service (hang) via an RPC message with a zero length payload, which causes NFS to reference a previous payload and enter an infinite loop.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Freebsd Freebsd All release_p7 All All

References

Reference Source Link Tags

Multiple Vendor BSD NFS Zero-Length RPC Message Denial Of Service Vulnerability BID www.securityfocus.com

NetBSD-SA2002-013 NETBSD ftp.netbsd.org

5072 OSVDB www.osvdb.org

Apple Computer Product Security Incident Response CONFIRM www.info.apple.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

'FreeBSD Security Advisory FreeBSD-SA-02:36.nfs' - MARC FREEBSD marc.info

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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