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AVNACAVAUNCEIPIAP Certain versions of Hitp Server from Apache contain the following
’ vulnerability:

Cross-site scripting (XSS) vulnerability in the default error page of
Apache 2.0 before 2.0.43, and 1.3.x up to 1.3.26, when
UseCanonicalName is "Off" and support for wildcard DNS is present,
allows remote attackers to execute script as other web page visitors via
the Host: header, a different vulnerability than CAN-2002-1157.

CVE-2002-0840 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 6.8- MEDIUM

Access Access Authentication
Vector Complexity

[NONE
Confidentiality Integrity Availability
Impact Impact Impact
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Apache Hitp Server 1.3 All All All
Application Apache Http Server 1.3.1 All All All
Application Apache Http Server 1.3.11 All All All
Application Apache Http Server 1.3.12 All All All
Application Apache Http Server 1.3.14 All All All
Application Apache Http Server 1.3.17 All All All
Application Apache Http Server 1.3.18 All All All
Application Apache Http Server 1.3.19 All All All
Application Apache Http Server 1.3.20 All All All
Application Apache Http Server 1.3.22 All All All
Application Apache Http Server 1.3.23 All All All
Application Apache Http Server 1.3.24 All All All
Application Apache Http Server 1.3.25 All All All
Application Apache Http Server 1.3.26 All All All
Application Apache Http Server 1.3.3 All All All
Application Apache Hitp Server 1.34 All All All
Application Apache Http Server 1.3.6 All All All
Application Apache Hitp Server 1.3.9 All All All
Application Apache Http Server 2.0 All All All
Application Apache Hitp Server 2.0.28 All All All
Application Apache Http Server 2.0.32 All All All
Application Apache Http Server 2.0.35 All All All
Application Apache Http Server 2.0.36 All All All
Application Apache Http Server 2.0.37 All All All
Application Apache Http Server 2.0.38 All All All
Application Apache Http Server 2.0.39 All All All
Application Apache Http Server 2.0.40 All All All
Application Apache Http Server 2.0.41 All All All
Application Apache Http Server 2.0.42 All All All
Application Apache Http Server 1.3 All All All
Application Apache Http Server 1.3.1 All All All

Application Apache Http Server 1.3.11 All All All
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dk Lk ak Lk akakak.

cpe:2.3:a:apache:http_server:1.3.19: " *:*:

dkakk kR akak.

cpe:2.3:a:apache:http_server:1.3.22:*:*:*:***:*:

LRk kR ok akak.

cpe:2.3:a:apache:http_server:1.3.23: "™

LRk kR ok akak.

cpe:2.3:a:apache:http_server:1.3.24: "

SRk kR ok akak.

cpe:2.3:a:apache:http_server:1.3.25: 7 *:*:

cpe:2.3:a:apache:http_server:1.3.3: "

cpe:2.3:a:apache:http_server:1.3.4: "

cpe:2.3:a:apache:http_server:1.3.6:*: " *:*:*:

cpe:2.3:a:apache:http_server:1.3.9:" """

Kk koK kR k.

cpe:2.3:a:apache:http_server:2.0:*:*: """

cpe:2.3:a:apache:http_server:1.3:*:*:*:":*

cpe:2.3:a:apache:http_server:1.3.1:%:* "

dkukakkkakak.

cpe:2.3:a:apache:http_server:1.3.11:* "%

dkkakkkakuk.

cpe:2.3:a:apache:http_server:1.3.12:* """

dkkak Lk kakak.

cpe:2.3:a:apache:http_server:1.3.17:* %"

PR N T Iemiladlin mmeeemeed A A O kKKK KKk



Ccpe.c.o.d.dpdine.rp_server.1.5.16. . . . . . ..

dkak Lk k Lk akak.

cpe:2.3:a:apache:http_server:1.3.19:****:**:

LRk kR Rk k.

cpe:2.3:a:apache:http_server:1.3.22: "™

dk Lk k kR akak.

cpe:2.3:a:apache:http_server:1.3.23: 7 *:*:

cpe:2.3:a:apache:http_server:1.3.3:*: " "

cpe:2.3:a:apache:http_server:1.3.4: "

cpe:2.3:a:apache:http_server:1.3.6:*: " "

cpe:2.3:a:apache:http_server:1.3.9:" " ™

cpe:2.3:a:apache:http_server:2.0:*:*: """

cpe:2.3:a:oracle:application_server:1.0.2:*:*:*:*: "
cpe:2.3:a:oracle:application_server:1.0.2.1s:*:*:* """

cpe:2.3:a:oracle:application_server:1.0.2.2::*:*:*:*:*:*:

cpe:2.3:a:oracle:application_server:9.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:application_server:9.0.2.1: """



cpe:2.3:a:oracle:application_server:1.0.2:*:**:*:*:*:*:
cpe:2.3:a:oracle:application_server:1.0.2.1s: %" *:*:
cpe:2.3:a:oracle:application_server:1.0.2.2:*: " :*:*:
cpe:2.3:a:oracle:application_server:9.0.2::*:***:*:*:
cpe:2.3:a:oracle:application_server:9.0.2:r2:*:**:*:*:*:
cpe:2.3:a:oracle:application_server:9.0.2.1:*:*:*:**:*:*:
cpe:2.3:a:oracle:database_server:8.1.7:* " ™
cpe:2.3:a:oracle:database_server:9.2.1:* " "
cpe:2.3:a:oracle:database_server:9.2.2:*** "% *:
cpe:2.3:a:oracle:database_server:8.1.7:* " **:*:
cpe:2.3:a:oracle:database_server:9.2.1:* """
cpe:2.3:a:oracle:database_server:9.2.2:*:* "

cpe:2.3:a:oracle:oracle8i:8.1.7: % " ":*:

cpe:2.3:a:oracle:oracle8i:8.1.7.1: """

cpe:2.3:a:oracle:oracle8i:8.1.7:%:*:***:":*:

cpe:2.3:a:oracle:oracle8i:8.1.7.1: """

cpe:2.3:a:oracle:oracle9i:9.0:*:*: "

cpe:2.3:a:oracle:oracle9i:9.0.1: """

cpe:2.3:a:oracle:oracle9i:9.0.1.2: """

cpe:2.3:a:oracle:oracle9i:9.0.1.3: """

cpe:2.3:a:oracle:oracle9i:9.0.2:*:*:***:":*:

cpe:2.3:a:oracle:oracle9i:9.0:*:*: "

cpe:2.3:a:oracle:oracle9i:9.0.1: 7 :":*:

cpe:2.3:a:oracle:oracle9i:9.0.1.2:* " "



cpe:2.3:a:oracle:oracle9i:9.0.1.3:**: 7 :* "

cpe:2.3:a:oracle:oracle9i:9.0.2:*:*:**:*:*:*:
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