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Summary

CVE CVE-2002-0843

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-10-11 04:00:00 UTC

Updated 2023-11-07 01:55:00 UTC

Description Buffer overflows in the ApacheBench benchmark support program (ab.c) in Apache before 1.3.27, and Apache 2.x before 2.0.43, allow a malicious web server to cause a denial of service and possibly execute arbitrary code via a long response.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Http Server 1.3 All All All

Application Apache Http Server 1.3.1 All All All

Application Apache Http Server 1.3.11 All All All

Application Apache Http Server 1.3.12 All All All

Application Apache Http Server 1.3.14 All All All

Application Apache Http Server 1.3.17 All All All

Application Apache Http Server 1.3.18 All All All

Application Apache Http Server 1.3.19 All All All

Application Apache Http Server 1.3.20 All All All

Application Apache Http Server 1.3.22 All All All

Application Apache Http Server 1.3.23 All All All

Application Apache Http Server 1.3.24 All All All

Application Apache Http Server 1.3.25 All All All

Application Apache Http Server 1.3.26 All All All

Application Apache Http Server 1.3.3 All All All

Application Apache Http Server 1.3.4 All All All

Application Apache Http Server 1.3.6 All All All
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Application Apache Http Server 1.3.6 All All All

Application Apache Http Server 1.3.9 All All All

Application Apache Http Server 1.3 All All All

Application Apache Http Server 1.3.1 All All All

Application Apache Http Server 1.3.11 All All All

Application Apache Http Server 1.3.12 All All All

Application Apache Http Server 1.3.14 All All All

Application Apache Http Server 1.3.17 All All All

Application Apache Http Server 1.3.18 All All All

Application Apache Http Server 1.3.19 All All All

Application Apache Http Server 1.3.20 All All All

Application Apache Http Server 1.3.22 All All All

Application Apache Http Server 1.3.23 All All All

Application Apache Http Server 1.3.24 All All All

Application Apache Http Server 1.3.25 All All All

Application Apache Http Server 1.3.26 All All All

Application Apache Http Server 1.3.3 All All All

Application Apache Http Server 1.3.4 All All All

Application Apache Http Server 1.3.6 All All All

Application Apache Http Server 1.3.9 All All All

Application Oracle Application Server 1.0.2 All All All

Application Oracle Application Server 1.0.2.1s All All All

Application Oracle Application Server 1.0.2.2 All All All

Application Oracle Application Server 9.0.2 All All All

Application Oracle Application Server 9.0.2 r2 All All

Application Oracle Application Server 9.0.2.1 All All All

Application Oracle Application Server 1.0.2 All All All

Application Oracle Application Server 1.0.2.1s All All All

Application Oracle Application Server 1.0.2.2 All All All

Application Oracle Application Server 9.0.2 All All All

Application Oracle Application Server 9.0.2 r2 All All

Application Oracle Application Server 9.0.2.1 All All All

Application Oracle Database Server 8.1.7 All All All

Application Oracle Database Server 9.2.2 All All All

Application Oracle Database Server 8.1.7 All All All

Application Oracle Database Server 9.2.2 All All All
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Application Oracle Oracle8i 8.1.7 All All All

Application Oracle Oracle8i 8.1.7.0.0_enterprise All All All

Application Oracle Oracle8i 8.1.7.1 All All All

Application Oracle Oracle8i 8.1.7.1.0_enterprise All All All

Application Oracle Oracle8i 8.1.7 All All All

Application Oracle Oracle8i 8.1.7.0.0_enterprise All All All

Application Oracle Oracle8i 8.1.7.1 All All All

Application Oracle Oracle8i 8.1.7.1.0_enterprise All All All
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Search results
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LinuxSecurity.com: EnGarde: apache vulnerabilities
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Sorry, the content you are trying to view does not exist. If you feel this message is in error, please email the webmaster.
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Apache AB.C Web Benchmarking Buffer Overflow Vulnerability

Neohapsis Archives - Bugtraq - Apache 1.3.26 - From daw_at_cs.berkeley.edu

Debian -- Security Information -- DSA-187-1 apache

Pony Mail!

Pony Mail!

Pony Mail!

SecurityFocus HOME Advisories: Sec. Vulnerability in Apache

CLSA-2002:530

CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Organization Published Contributor Statement

Apache 2008-07-02 Mark J Cox Fixed in Apache HTTP Server 1.3.27: http://httpd.apache.org/security/vulnerabilities_13.html

There are currently no legacy QID mappings associated with this CVE.
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