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Summary

CVE CVE-2002-0848

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-08-12 04:00:00 UTC

Updated 2018-10-30 16:25:00 UTC

Description Cisco VPN 5000 series concentrator hardware 6.0.21.0002 and earlier, and 5.2.23.0003 and earlier, when using RADIUS with a challenge type of Password Authentication Protocol (PAP) or Challenge, sends the user password in cleartext in a validation retry request, which could allow remote attackers to steal passwords via sniffing.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Vpn 5000 Concentrator - All All All

Hardware Cisco Vpn 5000 Concentrator - All All All

Operating System Cisco Vpn 5000 Concentrator Series Software All All All All

Operating System Cisco Vpn 5000 Concentrator Series Software All All All All

References

Reference

Cisco Security Advisory: Cisco VPN 5000 Series Concentrator RADIUS PAP Authentication Vulnerability

ISS X-Force Database: cisco-vpn5000-plaintext-password (9781): Cisco VPN 5000 concentrators using a RADIUS server for authentication could transmit plaintext passwords

Cisco VPN 5000 Concentrator Plaintext Password

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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