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Summary

CVE CVE-2002-0858

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-09-05 04:00:00 UTC

Updated 2016-10-18 02:22:00 UTC

Description catsnmp in Oracle 9i and 8i is installed with a dbsnmp user with a default dbsnmp password, which allows attackers to perform restricted database operations and possibly gain other privileges.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Oracle8i All All All All

Application Oracle Oracle8i All All All All

Application Oracle Oracle9i All All All All

Application Oracle Oracle9i All All All All

References

Reference Source

'Vulnerability in Oracle' - MARC BUGTRAQ

ISS X-Force Database: oracle-catsnmp-default-account (9932): Oracle8i/9i catsnmp catalog creates a default dbsnmp account XF

9476 OSVDB

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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