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Summary

CVE CVE-2002-0862

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-10-04 04:00:00 UTC

Updated 2021-07-23 12:55:00 UTC

Description The (1) CertGetCertificateChain, (2) CertVerifyCertificateChainPolicy, and (3) WinVerifyTrust APIs within the CryptoAPI for Microsoft products including Microsoft Windows 98 through XP, Office for Mac, Internet Explorer for Mac, and Outlook Express for Mac, do not properly verify the Basic Constraints of intermediate CA-signed X.509 certificates, which allows remote attackers to spoof the certificates of trusted sites via a man-in-the-middle attack for SSL sessions, as originally reported for Internet Explorer and IIS.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adam Megacz Tinyssl 1.0.2 All All All

Application Adam Megacz Tinyssl 1.0.2 All All All

Operating System Baltimore Technologies Mailsecure All All All All

Operating System Baltimore Technologies Mailsecure All All All All

Operating System Kde Kde 2.2.1 All All All

Operating System Kde Kde 2.2.2 All All All

Operating System Kde Kde 3.0 All All All

Operating System Kde Kde 3.0.1 All All All

Operating System Kde Kde 3.0.2 All All All

Operating System Kde Kde 2.2.1 All All All

Operating System Kde Kde 2.2.2 All All All

Operating System Kde Kde 3.0 All All All

Operating System Kde Kde 3.0.1 All All All

Operating System Kde Kde 3.0.2 All All All

Application Kde Konqueror 2.2.2 All All All

Application Kde Konqueror 3.0 All All All

Application Kde Konqueror 3.0.1 All All All
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Application Kde Konqueror 3.0.1 All All All

Application Kde Konqueror 3.0.2 All All All

Application Kde Konqueror 2.2.2 All All All

Application Kde Konqueror 3.0 All All All

Application Kde Konqueror 3.0.1 All All All

Application Kde Konqueror 3.0.2 All All All

Application Microsoft Ie 5.0 All All All

Application Microsoft Ie 5.0.1 All All All

Application Microsoft Ie 5.0.1 sp1 All All

Application Microsoft Ie 5.0.1 sp2 All All

Application Microsoft Ie 5.5 All All All

Application Microsoft Ie 5.5 sp1 All All

Application Microsoft Ie 5.5 sp2 All All

Application Microsoft Ie 6.0 All All All

Application Microsoft Ie 5.0 All All All

Application Microsoft Ie 5.0.1 All All All

Application Microsoft Ie 5.0.1 sp1 All All

Application Microsoft Ie 5.0.1 sp2 All All

Application Microsoft Ie 5.5 All All All

Application Microsoft Ie 5.5 sp1 All All

Application Microsoft Ie 5.5 sp2 All All

Application Microsoft Ie 6.0 All All All

Application Microsoft Ie For Macintosh 5.0 All All All

Application Microsoft Ie For Macintosh 5.1 All All All

Application Microsoft Ie For Macintosh 5.1.1 All All All

Application Microsoft Ie For Macintosh 5.0 All All All

Application Microsoft Ie For Macintosh 5.1 All All All

Application Microsoft Ie For Macintosh 5.1.1 All All All

Application Microsoft Internet Explorer 5.0 All All All

Application Microsoft Internet Explorer 5.0.1 All All All

Application Microsoft Internet Explorer 5.0.1 sp1 All All

Application Microsoft Internet Explorer 5.0.1 sp2 All All

Application Microsoft Internet Explorer 5.5 All All All

Application Microsoft Internet Explorer 5.5 sp1 All All

Application Microsoft Internet Explorer 5.5 sp2 All All

Application Microsoft Internet Explorer 6.0 All All All
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Application Microsoft Internet Information Services 5.0 All All All

Application Microsoft Internet Information Services 5.0 All All All

Application Microsoft Office 2001 All macintosh All

Application Microsoft Office 2001 sr1 mac_os All

Application Microsoft Office 98 All mac All

Application Microsoft Office v.x All All All

Application Microsoft Office 2001 All macintosh All

Application Microsoft Office 2001 sr1 mac_os All

Application Microsoft Office 98 All mac All

Application Microsoft Office v.x All All All

Application Microsoft Outlook Express 4.5 All macos All

Application Microsoft Outlook Express 5.0 All All All

Application Microsoft Outlook Express 5.0 All macos All

Application Microsoft Outlook Express 5.0.1 All macos All

Application Microsoft Outlook Express 5.0.2 All macos All

Application Microsoft Outlook Express 5.0.3 All macos All

Application Microsoft Outlook Express 4.5 All macos All

Application Microsoft Outlook Express 5.0 All All All

Application Microsoft Outlook Express 5.0 All macos All

Application Microsoft Outlook Express 5.0.1 All macos All

Application Microsoft Outlook Express 5.0.2 All macos All

Application Microsoft Outlook Express 5.0.3 All macos All

Operating System Microsoft Windows 2000 All All All All

Operating System Microsoft Windows 2000 All sp1 All All

Operating System Microsoft Windows 2000 All sp2 All All

Operating System Microsoft Windows 2000 All sp3 All All

Operating System Microsoft Windows 2000 All All All All

Operating System Microsoft Windows 2000 All sp1 All All

Operating System Microsoft Windows 2000 All sp2 All All

Operating System Microsoft Windows 2000 All sp3 All All

Operating System Microsoft Windows 2000 Terminal Services All All All All

Operating System Microsoft Windows 2000 Terminal Services All sp1 All All

Operating System Microsoft Windows 2000 Terminal Services All sp2 All All

Operating System Microsoft Windows 2000 Terminal Services All sp3 All All

Operating System Microsoft Windows 2000 Terminal Services All All All All

Operating System Microsoft Windows 2000 Terminal Services All sp1 All All
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Operating System Microsoft Windows 2000 Terminal Services All sp1 All All

Operating System Microsoft Windows 2000 Terminal Services All sp2 All All

Operating System Microsoft Windows 2000 Terminal Services All sp3 All All

Operating System Microsoft Windows 98 All gold All All

Operating System Microsoft Windows 98 All gold All All

Operating System Microsoft Windows 98se All All All All

Operating System Microsoft Windows 98se All All All All

Operating System Microsoft Windows Me All All All All

Operating System Microsoft Windows Me All All All All

Operating System Microsoft Windows Nt 4.0 All All All

Operating System Microsoft Windows Nt 4.0 All alpha All

Operating System Microsoft Windows Nt 4.0 All terminal_server All

Operating System Microsoft Windows Nt 4.0 sp1 All All

Operating System Microsoft Windows Nt 4.0 sp1 alpha All

Operating System Microsoft Windows Nt 4.0 sp1 terminal_server All

Operating System Microsoft Windows Nt 4.0 sp2 All All

Operating System Microsoft Windows Nt 4.0 sp2 alpha All

Operating System Microsoft Windows Nt 4.0 sp2 terminal_server All

Operating System Microsoft Windows Nt 4.0 sp3 All All

Operating System Microsoft Windows Nt 4.0 sp3 alpha All

Operating System Microsoft Windows Nt 4.0 sp3 terminal_server All

Operating System Microsoft Windows Nt 4.0 sp4 All All

Operating System Microsoft Windows Nt 4.0 sp4 alpha All

Operating System Microsoft Windows Nt 4.0 sp4 terminal_server All

Operating System Microsoft Windows Nt 4.0 sp5 All All

Operating System Microsoft Windows Nt 4.0 sp5 alpha All

Operating System Microsoft Windows Nt 4.0 sp5 terminal_server All

Operating System Microsoft Windows Nt 4.0 sp6 All All

Operating System Microsoft Windows Nt 4.0 sp6 alpha All

Operating System Microsoft Windows Nt 4.0 sp6 terminal_server All

Operating System Microsoft Windows Nt 4.0 sp6a All All

Operating System Microsoft Windows Nt 4.0 sp6a alpha All

Operating System Microsoft Windows Nt 4.0 sp6a terminal_server All

Operating System Microsoft Windows Nt 4.0 All All All

Operating System Microsoft Windows Nt 4.0 All alpha All

Operating System Microsoft Windows Nt 4.0 All terminal_server All
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Operating System Microsoft Windows Nt 4.0 sp1 All All

Operating System Microsoft Windows Nt 4.0 sp1 alpha All

Operating System Microsoft Windows Nt 4.0 sp1 terminal_server All

Operating System Microsoft Windows Nt 4.0 sp2 All All

Operating System Microsoft Windows Nt 4.0 sp2 alpha All

Operating System Microsoft Windows Nt 4.0 sp2 terminal_server All

Operating System Microsoft Windows Nt 4.0 sp3 All All

Operating System Microsoft Windows Nt 4.0 sp3 alpha All

Operating System Microsoft Windows Nt 4.0 sp3 terminal_server All

Operating System Microsoft Windows Nt 4.0 sp4 All All

Operating System Microsoft Windows Nt 4.0 sp4 alpha All

Operating System Microsoft Windows Nt 4.0 sp4 terminal_server All

Operating System Microsoft Windows Nt 4.0 sp5 All All

Operating System Microsoft Windows Nt 4.0 sp5 alpha All

Operating System Microsoft Windows Nt 4.0 sp5 terminal_server All

Operating System Microsoft Windows Nt 4.0 sp6 All All

Operating System Microsoft Windows Nt 4.0 sp6 alpha All

Operating System Microsoft Windows Nt 4.0 sp6 terminal_server All

Operating System Microsoft Windows Nt 4.0 sp6a All All

Operating System Microsoft Windows Nt 4.0 sp6a alpha All

Operating System Microsoft Windows Nt 4.0 sp6a terminal_server All

Operating System Microsoft Windows Xp All All 64-bit All

Operating System Microsoft Windows Xp All All home All

Operating System Microsoft Windows Xp All gold All All

Operating System Microsoft Windows Xp All gold professional All

Operating System Microsoft Windows Xp All All 64-bit All

Operating System Microsoft Windows Xp All All home All

Operating System Microsoft Windows Xp All gold All All

Operating System Microsoft Windows Xp All gold professional All

References

Reference Source Link Tags

'Insufficient Verification of Client Certificates in IIS 5.0 pre sp3' - MARC BUGTRAQ marc.info

'IE SSL Exploit' - MARC BUGTRAQ marc.info

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
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CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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