CVE-2002-0865
Published on: 10/11/2002 04:00:00 AM UTC
Last Modified on: 03/23/2021 11:26:04 PM UTC

CVE-2002-0865

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AUNACLAUNCIPIAP Certain versions of Virtual Machine from Microsoft contain the following
’ vulnerability:

A certain class that supports XML (Extensible Markup Language) in
Microsoft Virtual Machine (VM) 5.0.3805 and earlier, probably
com.ms.osp.ospmrshl, exposes certain unsafe methods, which allows
remote attackers to execute unsafe code via a Java applet, aka
"Inappropriate Methods Exposed in XML Support Classes."

CVE-2002-0865 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Microsoft Security Bulletin MS02-052 - Critical | Microsoft Docs B® MS MS02-052

ISS X-Force Database: msvm-xml-methods-access (10135): Microsoft Virtual Machine &N (%) XF msvm-xml-

(VM) XML methods can be accessed methods-
access(10135)

CERT/CC Vulnerability Note VU#140898 US Government Resource # CERT-VN

www.kb.cert.org VU#140898
text/html

Microsoft Virtual Machine Exposure Of XML Supported Methods Vulnerability cve.report (archive)
text/html
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft Virtual Machine 2000 All All All
Application Microsoft Virtual Machine 3000 All All All
Application Microsoft Virtual Machine 3100 All All All
Application Microsoft Virtual Machine 3188 All All All
Application Microsoft Virtual Machine 3200 All All All
Application Microsoft Virtual Machine 3300 All All All
Application Microsoft Virtual Machine 3802 All All All
Application Microsoft Virtual Machine 3805 All All All
Application Microsoft Virtual Machine 2000 All All All
Application Microsoft Virtual Machine 3000 All All All
Application Microsoft Virtual Machine 3100 All All All
Application Microsoft Virtual Machine 3188 All All All
Application Microsoft Virtual Machine 3200 All All All
Application Microsoft Virtual Machine 3300 All All All
Application Microsoft Virtual Machine 3802 All All All
Application Microsoft Virtual Machine 3805 All All All
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No vendor comments have been submitted for this CVE
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