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Summary

CVE CVE-2002-0866

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-10-11 04:00:00 UTC

Updated 2018-10-12 21:31:00 UTC

Description Java Database Connectivity (JDBC) classes in Microsoft Virtual Machine (VM) up to and including 5.0.3805 allow remote attackers to load and execute DLLs (dynamic link libraries) via a Java applet that calls the constructor for com.ms.jdbc.odbc.JdbcOdbc with the desired DLL terminated by a null string, aka "DLL Execution via JDBC Classes."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Virtual Machine 2000 All All All

Application Microsoft Virtual Machine 3000 All All All

Application Microsoft Virtual Machine 3100 All All All

Application Microsoft Virtual Machine 3188 All All All

Application Microsoft Virtual Machine 3200 All All All

Application Microsoft Virtual Machine 3300 All All All

Application Microsoft Virtual Machine 3802 All All All

Application Microsoft Virtual Machine 3805 All All All

Application Microsoft Virtual Machine 2000 All All All

Application Microsoft Virtual Machine 3000 All All All

Application Microsoft Virtual Machine 3100 All All All

Application Microsoft Virtual Machine 3188 All All All

Application Microsoft Virtual Machine 3200 All All All

Application Microsoft Virtual Machine 3300 All All All

Application Microsoft Virtual Machine 3802 All All All

Application Microsoft Virtual Machine 3805 All All All
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References

Reference Source

Microsoft Security Bulletin MS02-052 - Critical | Microsoft Docs MS

Microsoft Virtual Machine JDBC Class Code Execution Vulnerability BID

ISS X-Force Database: msvm-jdbc-dll-execution (10133): Microsoft Virtual Machine (VM) JDBC classes can execute local DLLs XF

CERT/CC Vulnerability Note VU#307306 CERT-VN

Neohapsis Archives - Bugtraq - Technical information about the vulnerabilities fixed by MS-02-52 - From jouko_at_solutions.fi BUGTRAQ

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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