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Summary

CVE CVE-2002-0869

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-11-12 05:00:00 UTC

Updated 2020-11-23 19:49:00 UTC

Description Unknown vulnerability in the hosting process (dllhost.exe) for Microsoft Internet Information Server (IIS) 4.0 through 5.1 allows remote attackers to gain privileges by executing an out of process application that acquires LocalSystem privileges, aka "Out of Process Privilege Elevation."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Internet Information Server 4.0 All All All

Application Microsoft Internet Information Server 4.0 All All All

Application Microsoft Internet Information Services 5.0 All All All

Application Microsoft Internet Information Services 5.0 All All All

References

Reference

Repository / Oval Repository

N-011

Neohapsis Archives - VulnWatch - [VulnWatch] [A3SC] MS IIS out of process privilege elevation vulnerability(A3CRK-Vul-2002-06-002) - From li0n_at_a3sc.co.kr

Repository / Oval Repository

Repository / Oval Repository

Microsoft Security Bulletin MS02-062 - Moderate | Microsoft Docs

www.li0n.pe.kr/eng/advisory/ms/iis_impersonation.txt

ISS X-Force Database: iis-outofprocess-privilege-elevation (10502): IIS out-of-process applications could be used to gain elevated privileges

'[A3SC] MS IIS out of process privilege elevation vulnerability(A3CR@K-Vul-2002-06-002)' - MARC
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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