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Summary

CVE CVE-2002-0881

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-10-04 04:00:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description Cisco IP Phone (VoIP) models 7910, 7940, and 7960 use a default administrative password, which allows attackers with physical access to the phone to modify the configuration settings.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Skinny Client Control Protocol Software 3.0 All All All

Operating System Cisco Skinny Client Control Protocol Software 3.1 All All All

Operating System Cisco Skinny Client Control Protocol Software 3.2 All All All

Operating System Cisco Skinny Client Control Protocol Software 3.0 All All All

Operating System Cisco Skinny Client Control Protocol Software 3.1 All All All

Operating System Cisco Skinny Client Control Protocol Software 3.2 All All All

Hardware Cisco Voip Phone Cp-7940 3.0 All All All

Hardware Cisco Voip Phone Cp-7940 3.1 All All All

Hardware Cisco Voip Phone Cp-7940 3.2 All All All

Hardware Cisco Voip Phone Cp-7940 3.0 All All All

Hardware Cisco Voip Phone Cp-7940 3.1 All All All

Hardware Cisco Voip Phone Cp-7940 3.2 All All All

References

Reference

SecurityFocus HOME Mailing List: BugTraq

ISS X-Force Database: cisco-ipphone-configuration-access (9144): Cisco IP Phone "Settings" button could allow an attacker to change configuration settings
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Cisco Security Advisory: Multiple Vulnerabilities in Cisco IP Telephones

Cisco VoIP Phone Default Administrative Password Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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