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Summary

CVE CVE-2002-0885

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-10-04 04:00:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description Multiple buffer overflows in in.rarpd (ARP server) on Solaris, and possibly other operating systems including Caldera UnixWare and Open UNIX, allow remote attackers to execute arbitrary code, possibly via the functions (1) syserr and (2) error.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Caldera Openunix 8.0 All All All

Operating System Caldera Openunix 8.0 All All All

Application Caldera Unixware 7.1.1 All All All

Application Caldera Unixware 7.1.1 All All All

Operating System Sun Sunos 5.7 All All All

Operating System Sun Sunos 5.8 All All All

Operating System Sun Sunos 5.7 All All All

Operating System Sun Sunos 5.8 All All All

References

Reference

ftp.caldera.com/pub/updates/OpenUNIX/CSSA-2002-SCO.29/CSSA-2002-SCO.29.txt

Multiple Vendor In.Rarpd Multiple Vulnerabilities

Neohapsis Archives - VulnWatch - [VulnWatch] [DER Adv #7] - Multiple Vulnerabilities in solaris in.rarpd - From davidreign@hotmail.com

SecurityFocus HOME Mailing List: BugTraq

ISS X-Force Database: solaris-inrarpd-code-execution (9150): Solaris in.rarpd multiple buffer overflows and format strings could allow an attacker to execute arbitrary code

CVE Program record

https://cve.report/
https://cve.report/CVE-2002-0885/mitre
https://cve.report/CVE-2002-0885/nist
https://cve.report/CVE-2002-0885/cve_org
https://cve.report/CVE-2002-0885.pdf
http://cve.report/vendor/caldera
http://cve.report/software/caldera/openunix
http://cve.report/vendor/caldera
http://cve.report/software/caldera/openunix
http://cve.report/vendor/caldera
http://cve.report/software/caldera/unixware
http://cve.report/vendor/caldera
http://cve.report/software/caldera/unixware
http://cve.report/vendor/sun
http://cve.report/software/sun/sunos
http://cve.report/vendor/sun
http://cve.report/software/sun/sunos
http://cve.report/vendor/sun
http://cve.report/software/sun/sunos
http://cve.report/vendor/sun
http://cve.report/software/sun/sunos
ftp://ftp.caldera.com/pub/updates/OpenUNIX/CSSA-2002-SCO.29/CSSA-2002-SCO.29.txt
http://www.securityfocus.com/bid/4791
http://archives.neohapsis.com/archives/vulnwatch/2002-q2/0074.html
http://online.securityfocus.com/archive/1/273584
http://www.iss.net/security_center/static/9150.php
https://www.cve.org/CVERecord?id=CVE-2002-0885


NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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