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Summary

CVE CVE-2002-0925

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-10-04 04:00:00 UTC

Updated 2008-09-05 20:29:00 UTC

Description Format string vulnerability in mmsyslog function allows remote attackers to execute arbitrary code via (1) the USER command to mmpop3d for mmmail 0.0.13 and earlier, (2) the HELO command to mmsmtpd for mmmail 0.0.13 and earlier, or (3) the USER command to mmftpd 0.0.7 and earlier.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Matthew Mondor Mmftpd All All All All

Application Matthew Mondor Mmmail All All All All

References

Reference Source Link

ISS X-Force Database: mmftpd-mmsyslog-format-string (9337): mmftpd mmsyslog() remote format string XF www.iss.net

20020612 [CERT-intexxia] mmmail POP3-SMTP Daemon Format String Vulnerability BUGTRAQ archives.neohapsis.com

20020612 [CERT-intexxia] mmftpd FTP Daemon Format String Vulnerability BUGTRAQ online.securityfocus.com

MMMail Remote SysLog Format String Vulnerability BID www.securityfocus.com

ISS X-Force Database: mmmail-mmsyslog-format-string (9336): mmmail mmsyslog() remote format string XF www.iss.net

mmondor.gobot.ca/software/linux/mmmail-changelog.txt CONFIRM mmondor.gobot.ca

MMFTPD SysLog Format String Vulnerability BID www.securityfocus.com

mmondor.gobot.ca/software/linux/mmftpd-changelog.txt CONFIRM mmondor.gobot.ca

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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