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Summary

CVE CVE-2002-0969

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-10-11 04:00:00 UTC

Updated 2024-01-26 17:19:00 UTC

Description Buffer overflow in MySQL daemon (mysqld) before 3.23.50, and 4.0 beta before 4.02, on the Win32 platform, allows local users to execute arbitrary code via a long "datadir" parameter in the my.ini initialization file, whose permissions on Windows allow Full Control to the Everyone group.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows - All All All

Application Oracle Mysql All All All All

Application Oracle Mysql 3.23.49 All All All

Application Oracle Mysql 4.0.0 All All All

Application Oracle Mysql 4.0.1 All All All

Application Oracle Mysql 3.23.49 All All All

Application Oracle Mysql 4.0.0 All All All

Application Oracle Mysql 4.0.1 All All All

Application Oracle Mysql All All All All

References

Reference Source

MySQL DataDir Parameter Local Buffer Overflow Vulnerability BID

Neohapsis Archives - VulnWatch - [VulnWatch] wp-02-0003: MySQL Locally Exploitable Buffer Overflow - From matt_at_westpoint.ltd.uk VULNWATCH

'wp-02-0003: MySQL Locally Exploitable Buffer Overflow' - MARC BUGTRAQ

www.westpoint.ltd.uk/advisories/wp-02-0003.txt MISC

ISS X-Force Database: mysql-myini-datadir-bo (10243): MySQL my.ini "datadir" parameter buffer overflow XF
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MySQL :: Page Not Found CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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