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CVE-2002-0973

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVUACLAUNCPILEA® Certain versions of Freebsd from Freebsd contain the following
’ vulnerability:

Integer signedness error in several system calls for FreeBSD 4.6.1
RELEASE-p10 and earlier may allow attackers to access sensitive
kernel memory via large negative values to the (1) accept, (2)
getsockname, and (3) getpeername system calls, and the (4) vesa
FBIO_GETPALETTE ioctl.

CVE-2002-0973 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 4.6- MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

FreeBSD System Call Signed Integer Buffer Overflow Vulnerability (D) BID 5493

ISS X-Force Database: freebsd-negative-system-call-bo (9903): FreeBSD negative argument (D) XF freebsd-

system call buffer overflow could return sensitive information negative-

system-call-

bo(9903)

'FreeBSD Security Advisory FreeBSD-SA-02:38.signed-error' - MARC () FREEBSD
FreeBSD-SA-
02:38

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,


https://cve.report/
https://cve.report/CVE-2002-0973/mitre
https://cve.report/CVE-2002-0973/nist
https://cve.report/CVE-2002-0973/cve_org
https://cve.report/CVE-2002-973.pdf
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://cve.report/bid/5493
https://web.archive.org/web/2002/http://www.iss.net/security_center/static/9903.php
http://marc.info/?l=bugtraq&m=102976839728706&w=2

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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Operating Freebsd Freebsd 4.2 All
System

Operating Freebsd Freebsd 4.2 stable
System

Operating Freebsd Freebsd 43 All
System

Operating Freebsd Freebsd 4.3 release
System
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No vendor comments have been submitted for this CVE
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