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CVE-2002-1030

Source: Mitre

AVINIAC:HAUN/C:N/N/A:P

Source: NIST

CVE.ORG Print: PDF %5
Certain versions of Weblogic Server from Bea contain the following
vulnerability:

Race condition in Performance Pack in BEA WeblLogic Server and
Express 5.1.x, 6.0.x, 6.1.x and 7.0 allows remote attackers to cause a
denial of service (crash) via a flood of data and connections.

CVE-2002-1030 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: f2i6-LOW

Access
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NETWORK

Confidentiality
Impact

Access Authentication
Complexity

[ HIGH 3
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Description

ISS X-Force
Database: weblogic-
race-condition-dos
(9486): WebLogic
Server race condition
denial of service

BEA Systems
WebLogic Server and
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Condition Denial of
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[ NONE | [ NONE |
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Oracle Fusion O CONFIRM dev2dev.bea.com/resourcelibrary/advisoriesdetail.jsp?

Middleware highlight=advisoriesnotifications&path=components%2Fdev2dev%2Fresourcelibrary%2F
Technologies 19.htm
™ BUGTRAQ 20020708 KPMG-2002029: Bea Weblogic Performance Pack Denial of S

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

/]

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Bea Weblogic Server 5.1 All All All
Application Bea Weblogic Server 5.1 All express All
Application Bea Weblogic Server 5.1 sp1 All All
Application Bea Weblogic Server 5.1 sp1i express All
Application Bea Weblogic Server 5.1 sp10 All All
Application Bea Weblogic Server 5.1 sp10 express All
Application Bea Weblogic Server 5.1 sp11 express All
Application Bea Weblogic Server 5.1 spi12 All All
Application Bea Weblogic Server 5.1 sp12 express All
Application Bea Weblogic Server 5.1 sp2 All All
Application Bea Weblogic Server 5.1 sp2 express All
Application Bea Weblogic Server 5.1 sp3 All All
Application Bea Weblogic Server 5.1 sp3 express All
Application Bea Weblogic Server 5.1 sp4 All All
Application Bea Weblogic Server 5.1 sp4 express All
Application Bea Weblogic Server 5.1 sp5 All All
Application Bea Weblogic Server 5.1 sp5 express All
Application Bea Weblogic Server 5.1 spb6 All All
Application Bea Weblogic Server 5.1 sp6 express All
Application Bea Weblogic Server 5.1 sp7 All All
Application Bea Weblogic Server 5.1 sp7 express All
Application Bea Weblogic Server 5.1 sp8 All All

Application Bea Weblogic Server 5.1 sp8 express All
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cpe:2.3:a:bea:weblogic_server:5.1:* %"

cpe:2.3:a:bea:weblogic_server:5.1:sp1:express

akakakakakak.

cpe:2.3:a:bea:weblogic_server:5.1:sp10:*:*:*:*:*:*:

cpe:2.3:a:bea:weblogic_server:5.1:sp10:express

dkak Lk akkuk.

cpe:2.3:a:bea:weblogic_server:5.1:sp12:*:*:*:*:*:*:

cpe:2.3:a:bea:weblogic_server:5.1:sp12:express

kKK LKLk k.

cpe:2.3:a:bea:weblogic_server:5.1:sp2:*:*:*:*:*:*:

cpe:2.3:a:bea:weblogic_server:5.1:sp2:express

I

Akak kKK,

ARk kKK,

dkukkukk.
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KKk kKK,

cpe:2.3:a:bea:weblogic_server:5.1:sp3:*:**:*:*:*:

Skukkukuk.

cpe:2.3:a:bea:weblogic_server:5.1:sp3:express:*:*:*:*:*:

Skukakakuk.

cpe:2.3:a:bea:weblogic_server:5.1:spd:express:*:*:*:*:*:

Rk kKKK,

cpe:2.3:a:bea:weblogic_server:5.1:sp5:*:*:***:*:

Skakakukak.

cpe:2.3:a:bea:weblogic_server:5.1:sp5:express:*:*:*:*:*:

SRk kKR k.

cpe:2.3:a:bea:weblogic_server:5.1:sp6:*:*:*:*:*:*:

Rk Lk KRk,

cpe:2.3:a:bea:weblogic_server:5.1:sp7:*:*:***:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:5.1:sp7:express:*:*:*:*:*:

SRk kKKK,

cpe:2.3:a:bea:weblogic_server:5.1:sp8:*:*:*:*:*:*:

dkakakakak.

cpe:2.3:a:bea:weblogic_server:5.1:sp8:express:*:*:*:*:*:

cpe:2.3:a:bea:weblogic_server:6.1:":*: " ™

dkkakkk,

cpe:2.3:a:bea:weblogic_server:6.1:*:express:™:*:*:*:*:

Skukakakk.

cpe:2.3:a:bea:weblogic_server:6.1:sp2:express:*:*:*:*:*:

KKk kKK,

cpe:2.3:a:bea:weblogic_server:6.1:sp3:*:*:*:*:*:*:

Skukakakk.

cpe:2.3:a:bea:weblogic_server:6.1:sp3:express:*:*:*:*:*:



akakk kK,

cpe:2.3:a:bea:weblogic_server:7.0:*:express:*:*:*:*:*:

cpe:2.3:a:bea:weblogic_server:5.1:**:*

Skakak kK.

cpe:2.3:a:bea:weblogic_server:5.1:*:express:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:5.1:sp1:express:*:*:*:*:*:

Rk Lk akakak.

cpe:2.3:a:bea:weblogic_server:5.1:sp10:*: """

kKK kK,

cpe:2.3:a:bea:weblogic_server:5.1:sp10:express:*:*:*:*:*:

kKK kK,

cpe:2.3:a:bea:weblogic_server:5.1:sp11:express:*:*:*:*:*:

Kk kKK,

cpe:2.3:a:bea:weblogic_server:5.1:sp12:express:*:*:*:*:*:

SRk kKKK,

cpe:2.3:a:bea:weblogic_server:5.1:sp2:*:*:**:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:5.1:sp2:express:*:*:*:*:*:

Skukakakk.

cpe:2.3:a:bea:weblogic_server:5.1:sp7:express:*:*:*:*:*:

ARk LKLk LK Lk,

cpe:2.3:a:bea:weblogic_server:5.1:sp8:*:*:*:*:*:*:

cpe:2.3:a:bea:weblogic_server:6.0:*:*: "

Lkakak kK,

cpe:2.3:a:bea:weblogic_server:6.0:*:express:*:*:*:*:*:



dkakakakk.

cpe:2.3:a:bea:weblogic_server:6.0:sp1:express:*:*:*:*:*:

cpe:2.3:a:bea:weblogic_server:6.0:sp2:*:*:*:*:*:*:

Skukakukuk.

cpe:2.3:a:bea:weblogic_server:6.0:sp2:express:*:*:*:*:*:

cpe:2.3:a:bea:weblogic_server:6.1:*:* "

LRk kR k.

cpe:2.3:a:bea:weblogic_server:6.1:*:express:*:*:*:*:*:

SRk kL KKk,

cpe:2.3:a:bea:weblogic_server:6.1:sp1:*: " :*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:6.1:sp1:express:*:*:*:*:*:

SRk kKKK,

cpe:2.3:a:bea:weblogic_server:6.1:sp2:*:*:*:*:*:*:

SRk ok kKK,

cpe:2.3:a:bea:weblogic_server:6.1:sp3:*:*:**:*:*:

Skak kR k.

cpe:2.3:a:bea:weblogic_server:6.1:sp3:express:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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