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Summary

CVE CVE-2002-1061

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-10-04 04:00:00 UTC

Updated 2008-09-05 20:29:00 UTC

Description Multiple buffer overflows in Thomas Hauck Jana Server 2.x through 2.2.1, and 1.4.6 and earlier, allow remote attackers to cause a denial of service and possibly execute arbitrary code via (1) an HTTP GET request with a long major version number, (2) an HTTP GET request to the HTTP proxy on port 3128 with a long major version number, (3) a long OK reply from a POP3 server, and (4) a long SMTP server response.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application T. Hauck Jana Web Server 1.0 All All All

Application T. Hauck Jana Web Server 1.45 All All All

Application T. Hauck Jana Web Server 1.46 All All All

Application T. Hauck Jana Web Server 2.0 All All All

Application T. Hauck Jana Web Server 2.0_beta1 All All All

Application T. Hauck Jana Web Server 2.0_beta2 All All All

Application T. Hauck Jana Web Server 2.2.1 All All All

Application T. Hauck Jana Web Server 1.0 All All All

Application T. Hauck Jana Web Server 1.45 All All All

Application T. Hauck Jana Web Server 1.46 All All All

Application T. Hauck Jana Web Server 2.0 All All All

Application T. Hauck Jana Web Server 2.0_beta1 All All All

Application T. Hauck Jana Web Server 2.0_beta2 All All All

Application T. Hauck Jana Web Server 2.2.1 All All All
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T. Hauck Jana Server POP3 Gateway Server Response Buffer Overflow Vulnerability BID

ISS X-Force Database: jana-smtp-logging-bo (9686): Jana Server SMTP reply logging buffer overflow XF

ISS X-Force Database: jana-http-logging-bo (9682): Jana Server HTTP GET request logging buffer overflow XF

T. Hauck Jana Server HTTP Proxy Server Request Logging Buffer Overflow Vulnerability BID

T. Hauck Jana Server HTTP Server Request Logging Buffer Overflow Vulnerability BID

T. Hauck Jana Server SMTP Gateway Server Response Buffer Overflow Vulnerability BID

ISS X-Force Database: jana-http-proxy-bo (9683): Jana Server HTTP GET proxy buffer overflow XF

Neohapsis Archives - Bugtraq - SECURITY.NNOV: multiple vulnerabilities in JanaServer - From 3APA3A_at_SECURITY.NNOV.RU BUGTRAQ

ISS X-Force Database: jana-pop3-logging-bo (9685): Jana Server POP3 reply logging buffer overflow XF

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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