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Summary

CVE CVE-2002-1069

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-10-04 04:00:00 UTC

Updated 2016-10-18 02:23:00 UTC

Description The remote administration capability for the D-Link DI-804 router 4.68 allows remote attackers to bypass authentication and release DHCP addresses or obtain sensitive information via a direct web request to the pages (1) release.htm, (2) Device Status, or (3) Device Information.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware D-link Di-804 4.68 All All All

Hardware D-link Di-804 4.68 All All All

References

Reference

ISS X-Force Database: dlink-admin-dhcp-release (9967): D-Link DI-804 router "Remote Administration" allows unauthorized release/renew of DHCP addresses

ISS X-Force Database: dlink-admin-device-information (9969): D-Link DI-804 router "Remote Administration" allows remote attacker to obtain device information

D-Link Remote Administration Information Leakage Vulnerability

SecurityFocus HOME Mailing List: BugTraq

'Re: possible exploit: D-Link DI-804 unauthorized DHCP release' - MARC

D-Link Remote Administration Arbitrary DHCP Address Release Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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