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Summary

CVE CVE-2002-1095

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-10-04 04:00:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description Cisco VPN 3000 Concentrator before 2.5.2(F), with encryption enabled, allows remote attackers to cause a denial of service (reload) via a Windows-based PPTP client with the "No Encryption" option set.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cisco Secure Access Control Server 2.6.3 All windows_nt All

Application Cisco Secure Access Control Server 2.6.3 All windows_nt All

Operating System Cisco Vpn 3000 Concentrator Series Software 2.0 All All All

Operating System Cisco Vpn 3000 Concentrator Series Software 2.5.2.a All All All

Operating System Cisco Vpn 3000 Concentrator Series Software 2.5.2.b All All All

Operating System Cisco Vpn 3000 Concentrator Series Software 2.5.2.c All All All

Operating System Cisco Vpn 3000 Concentrator Series Software 2.5.2.d All All All

Operating System Cisco Vpn 3000 Concentrator Series Software 2.0 All All All

Operating System Cisco Vpn 3000 Concentrator Series Software 2.5.2.a All All All

Operating System Cisco Vpn 3000 Concentrator Series Software 2.5.2.b All All All

Operating System Cisco Vpn 3000 Concentrator Series Software 2.5.2.c All All All

Operating System Cisco Vpn 3000 Concentrator Series Software 2.5.2.d All All All

Application Cisco Vpn 3002 Hardware Client All All All All

Application Cisco Vpn 3002 Hardware Client All All All All
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ISS X-Force Database: cisco-vpn-pptp-dos (10021): Cisco VPN 3000 series concentrators Windows PPTP client denial of service XF

Cisco VPN Concentrator PPTP Client Remote Denial Of Service Vulnerability BID

Cisco - Cisco Security Advisory: Cisco VPN 3000 Concentrator Multiple Vulnerabilities CISCO

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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