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AVNACLAUNCPINAN Certain versions of Excel from Microsoft contain the following
vulnerability:

Microsoft Word and Excel allow remote attackers to steal sensitive
information via certain field codes that insert the information when the
document is returned to the attacker, as demonstrated in Word using
(1) INCLUDETEXT or (2) INCLUDEPICTURE, aka "Flaw in Word
Fields and Excel External Updates Could Lead to Information

Disclosure."

CVE-2002-1143 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM |

Access Access Authentication
Vector Complexity

NETWORK LoW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:202

Developer tools, technical documentation and coding Z B® CONFIRM

examples | Microsoft Docs Vendor Advisory www.microsoft.com/technet/treeview/default.asp?
www.microsoft.com url=/Technet/security/topics/secword.asp
text/html

CERT/CC Vulnerability Note VU#899713 Third Party Advisory # CERT-VN VU#899713

US Government Resource
www.kb.cert.org
text/html
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https://cve.report/CVE-2002-1143/cve_org
https://cve.report/CVE-2002-1143.pdf
http://cve.report/software/microsoft/excel
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http://cve.report/glossary/cvss-2-score-details/
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http://www.microsoft.com/technet/treeview/default.asp?url=/Technet/security/topics/secword.asp
http://www.kb.cert.org/vuls/id/899713

Microsoft Word / Excel INCLUDETEXT Document Sharing  [IZ5IET (D) BID 5586

File Disclosure Vulnerability [ Patch |

Microsoft Security Bulletin MS02-059 - Moderate | Microsoft B MS MS02-059

Docs

'Security side-effects of Word fields' - MARC (D) BUGTRAQ 20020826 Security side-effects of
Word fields
[l

Microsoft Word INCLUDEPICTURE Document Sharing File (D) BID 5764

Disclosure Vulnerability

'More vulnerabilities (Re: Security side-effects of Word (%) BUGTRAQ 20020919 More vulnerabilities

fields)' - MARC (Re: Security side-effects of Word fields)
[marcinfo |

ISS X-Force Database: word-includetext-read-files (10008): (%) XF word-includetext-read-files(10008)

Microsoft Word INCLUDETEXT field in shared documents

can be used to read other files

ISS X-Force Database: word-includepicture-read-files (% XF word-includepicture-read-files(10155)

(10155): Microsoft Word INCLUDEPICTURE field in shared

documents can be used to read other files text/html

Inactive Link"| Not Archived

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft Excel 2002 All All All
Application Microsoft Excel 2002 spi All All
Application Microsoft Excel 2002 sp2 All All
Application Microsoft Excel 2002 All All All
Application Microsoft Excel 2002 spi All All
Application Microsoft Excel 2002 sp2 All All
Application Microsoft Word All All All All
Application Microsoft Word 2000 All All All

Application Microsoft Word 2000 sp2 All All
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Application Microsoft Word 2000 sri
Application Microsoft Word 2000 sria
Application Microsoft Word 2001 All
Application Microsoft Word 2002 All
Application Microsoft Word 2002 spi
Application Microsoft Word 2002 sp2
Application Microsoft Word 97 All
Application Microsoft Word 97 sri
Application Microsoft Word 97 sr2
Application Microsoft Word 98 All
Application Microsoft Word 98 All
Application Microsoft Word 98 All
Application Microsoft Word All All
Application Microsoft Word 2000 All
Application Microsoft Word 2000 sp2
Application Microsoft Word 2000 sri
Application Microsoft Word 2000 sria
Application Microsoft Word 2001 All
Application Microsoft Word 2002 All
Application Microsoft Word 2002 spi
Application Microsoft Word 2002 sp2
Application Microsoft Word 97 All
Application Microsoft Word 97 sri
Application Microsoft Word 97 sr2
Application Microsoft Word 98 All
Application Microsoft Word 98 All
Application Microsoft Word 98 All
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No vendor comments have been submitted for this CVE
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