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Summary

CVE CVE-2002-1157

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-11-04 05:00:00 UTC

Updated 2008-09-05 20:29:00 UTC

Description Cross-site scripting vulnerability in the mod_ssl Apache module 2.8.9 and earlier, when UseCanonicalName is off and wildcard DNS is enabled, allows remote attackers to execute script as other web site visitors, via the server name in an HTTPS response on the SSL port, which is used in a self-referencing URL, a different vulnerability than CAN-2002-0840.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mod Ssl Mod Ssl All All All All

References

Reference Source Link

ISS X-Force Database: apache-modssl-host-xss (10457): Apache mod_ssl HTTP Server "Host:" header cross-site scripting XF www.iss.net

redhat.com | Red Hat Support REDHAT www.redhat.com

redhat.com | Red Hat Support REDHAT www.redhat.com

Mod_SSL Wildcard DNS Cross Site Scripting Vulnerability BID www.securityfocus.com

Debian -- Security Information -- DSA-181-1 libapache-mod-ssl DEBIAN www.debian.org

redhat.com | Red Hat Support REDHAT www.redhat.com

redhat.com | Red Hat Support REDHAT www.redhat.com

MDKSA-2002:072 MANDRAKE www.linux-mandrake.com

redhat.com | Red Hat Support REDHAT www.redhat.com

2107 OSVDB www.osvdb.org

redhat.com | Red Hat Support REDHAT www.redhat.com

SecurityFocus HOME Mailing List: BugTraq BUGTRAQ online.securityfocus.com

LinuxSecurity.com: EnGarde: mod_ssl cross-site scripting ENGARDE www.linuxsecurity.com
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20021026 GLSA: mod_ssl BUGTRAQ archives.neohapsis.com

Home - Conectiva CONECTIVA distro.conectiva.com.br

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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