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CVE CVE-2002-1220
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-11-29 05:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description BIND 8.3.x through 8.3.3 allows remote attackers to cause a denial of service (termination due to assertion failure) via a rec

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:N/I:N/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Freebsd Freebsd 4.4 All All All


https://cve.report/
https://cve.report/CVE-2002-1220/mitre
https://cve.report/CVE-2002-1220/nist
https://cve.report/CVE-2002-1220/cve_org
https://cve.report/api/cve/CVE-2002-1220.json
https://cve.report/CVE-2002-1220.pdf
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd

Operating System Freebsd Freebsd
Operating System Freebsd Freebsd
Operating System Freebsd Freebsd
Application Isc Bind
Application Isc Bind
Application Isc Bind
Application Isc Bind
Operating System Openbsd Openbsd
Operating System Openbsd Openbsd
Operating System Openbsd Openbsd

Vendor Declared Affected Products

45 All All
4.6 All All
4.7 All All
8.3.0 All All
8.3.1 All All
8.3.2 All All
8.3.3 All All
3.0 All All
3.1 All All
3.2 All All

All

All

All

All

All

All

All

All

All

All

Source Vendor Product

CNA Na N/a

Version

affected n/a

Platforms

Not specified

References

Reference

"TSLSA-2002-0076 - bind' - MARC

CERT Advisory CA-2002-31 Multiple Vulnerabilities in BIND
SecurityFocus HOME Mailing List: BugTraq
www.linux-mandrake.com/en/security/2002/MDKSA-2002-077.php
ISS: Security Center: X-Force Alerts and Advisories

Repository / Oval Repository

Internet Software Consortium: BIND Vulnerabilities

'[Fwd: Notice of serious vulnerabilities in ISC BIND 4 & 8]' - MARC
Debian -- Security Information -- DSA-196-1 bind

N-013: ISC Remote Vulnerabilities in BIND4 and BIND8

Security Update 2002-11-21 is available

ISC BIND OPT Record Large UDP Denial of Service Vulnerability
online.securityfocus.com/advisories/4999

IBM X-Force Exchange

CERT/CC Vulnerability Note VU#229595

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Link

marc.info

www.cert.org
online.securityfocus.com
www.linux-mandrake.com
bvlive01.iss.net
oval.cisecurity.org
www.isc.org

marc.info
www.debian.org
www.ciac.org
lists.apple.com
www.securityfocus.com
online.securityfocus.com
exchange.xforce.ibmcloud.
www.kb.cert.org
Www.cve.org

nvd.nist.gov
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http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/isc
http://cve.report/software/isc/bind
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openbsd
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openbsd
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openbsd
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://marc.info/?l=bugtraq&m=103763574715133&w=2
http://www.cert.org/advisories/CA-2002-31.html
http://online.securityfocus.com/archive/1/300019
http://www.linux-mandrake.com/en/security/2002/MDKSA-2002-077.php
http://bvlive01.iss.net/issEn/delivery/xforce/alertdetail.jsp?oid=21469
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A449
http://www.isc.org/products/BIND/bind-security.html
http://marc.info/?l=bugtraq&m=103713117612842&w=2
http://www.debian.org/security/2002/dsa-196
http://www.ciac.org/ciac/bulletins/n-013.shtml
http://lists.apple.com/archives/Security-announce/2002/Nov/msg00000.html
http://www.securityfocus.com/bid/6161
http://online.securityfocus.com/advisories/4999
https://exchange.xforce.ibmcloud.com/vulnerabilities/10332
http://www.kb.cert.org/vuls/id/229595
https://www.cve.org/CVERecord?id=CVE-2002-1220
https://nvd.nist.gov/vuln/detail/CVE-2002-1220

There are currently no legacy QID mappings associated with this CVE.
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