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CVE-2002-1221

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCNINAP Certain versions of Freebsd from Freebsd contain the following
’ vulnerability:

BIND 8.x through 8.3.3 allows remote attackers to cause a denial of
service (crash) via SIG RR elements with invalid expiry times, which
are removed from the internal BIND database and later cause a null
dereference.

CVE-2002-1221 has been assigned by [fJ] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:2094

text/html

CERT Advisory CA-2002-31 Multiple # CERT CA-2002-31
Vulnerabilities in BIND

text/html

www.kb.cert.org
text/html

(D MANDRAKE MDKSA-2002:077

Internet Software Consortium: BIND Z P8 CONFIRM www.isc.org/products/BIND/bind-
Vulnerabilities security.html

CERT/CC Vulnerability Note VU#581682 # CERT-VN VU#581682



https://cve.report/
https://cve.report/CVE-2002-1221/mitre
https://cve.report/CVE-2002-1221/nist
https://cve.report/CVE-2002-1221/cve_org
https://cve.report/CVE-2002-1221.pdf
http://cve.report/software/freebsd/freebsd
http://cve.report/vendor/freebsd
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A2094
http://www.cert.org/advisories/CA-2002-31.html
http://www.kb.cert.org/vuls/id/581682
http://www.linux-mandrake.com/en/security/2002/MDKSA-2002-077.php
https://web.archive.org/web/2002/http://www.isc.org/products/BIND/bind-security.html

Security Update 2002-11-21 is available

IBM X-Force Exchange

'[Fwd: Notice of serious vulnerabilities in ISC
BIND 4 & 8]' - MARC

No Description Provided

ISS: Security Center: X-Force Alerts and
Advisories

'TSLSA-2002-0076 - bind' - MARC

Home - Conectiva

ISC BIND 8 Invalid Expiry Time Denial Of
Service Vulnerability

N-013: ISC Remote Vulnerabilities in BIND4

and BIND8

SecurityFocus HOME Mailing List: BugTraq

Debian -- Security Information -- DSA-196-1
bind

web.archive.org
text/html
Inactive Link| Not Archived

lists.apple.com
text/html

exchange.xforce.ibmcloud.com
text/html

text/html

online.securityfocus.com

Inactive Link| Not Archived

Vendor Advisory
web.archive.org

text/html

Inactive Link"| Not Archived

text/html

distro.conectiva.com.br
text/html

cve.report (archive)
text/html

web.archive.org
text/html
Inactive Link| Not Archived

web.archive.org
text/html
Inactive Link| Not Archived

www.debian.org
Depreciated Link
text/html

[F] APPLE 2002-11-21
€ XF bind-null-dereference-dos(10333)
() BUGTRAQ 20021112 [Fwd: Notice of serious

vulnerabilities in ISC BIND 4 & 8]

) COMPAQ SSRT2408

) 1SS 20021112 Multiple Remote Vulnerabilities in BIND4
and BIND8

(0 BUGTRAQ 20021118 TSLSA-2002-0076 - bind

CONECTIVA CLA-2002:546

@ BID 6159

(® CIAC N-013

%) BUGTRAQ 20021115 [OpenPKG-SA-2002.011]
OpenPKG Security Advisory (bind, bind8)

(© DEBIAN DSA-196

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3

~

Type Vendor Product Version
Operating Freebsd Freebsd 4.4
System

Operating Freebsd Freebsd 4.5
System

Operating Freebsd Freebsd 4.6

System

Update Edition Language
All All All
All All All
All All All
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cpe:2.3:0:freebsd:freebsd:4.4

cpe:2.3:0:freebsd:freebsd:4.5:%:* "

cpe:2.3:0:freebsd:freebsd:4.6

cpe:2.3:0:freebsd:freebsd:4.7:%:*:* 7 *:*:

cpe:2.3:0:freebsd:freebsd:4.4

cpe:2.3:0:freebsd:freebsd:4.5:%:*****:*:

cpe:2.3:0:freebsd:freebsd:4.6

cpe:2.3:0:freebsd:freebsd:4.7:*:*****:*:

cpe:2.3:a:isc:bind:8.1

cpe:2.3:azisc:bind:8.1.1: 7 *

cpe:2.3:a:isc:bind:8.1.2:*

cpe:2.3:a:isc:bind:8.2:*

cpe:2.3:a:isc:bind:8.2. 1

cpe:2.3:a:isc:bind:8.2.2:* %

cpe:2.3:a:isc:bind:8.2.3:**

cpe:2.3:a:isc:bind:8.2.4:* % *

cpe:2.3:a:isc:bind:8.2.5:* %

cpe:2.3:a:isc:bind:8.2.6:* % *

cpe:2.3:a:isc:bind:8.3.0:* %"

cpe:2.3:a:isc:bind:8.3.1: %"

cpe:2.3:a:isc:bind:8.3.2:% %"
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http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openbsd
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openbsd
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openbsd
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cpe:2.3:a:isc:bind:8.3.3:*: "

cpe:2.3:a:isc:bind:8. 1 "k

cpe:2.3:a:isc:bind:8.1.1: %"

cpe:2.3:a:isc:bind:8.1.2:% %"

cpe:2.3:a:isc:bind:8.2: 7 "k

cpe:2.3:a:isc:bind:8.2.1:* "7

cpe:2.3:a:isc:bind:8.2.2:%:":F

cpe:2.3:a:isc:bind:8.2.3:*:

cpe:2.3:a:isc:bind:8.2.4: % :F

cpe:2.3:a:isc:bind:8.2.5: %

cpe:2.3:a:isc:bind:8.2.6: %"

cpe:2.3:a:isc:bind:8.3.0:

cpe:2.3:a:isc:bind:8.3.1:*: F

cpe:2.3:a:isc:bind:8.3.2:%:*F

cpe:2.3:a:isc:bind:8.3.3: % F

dkak kR ok akuk.

cpe:2.3:0:0penbsd:openbsd:3.0:*:*:

cpe:2.3:0:0penbsd:openbsd:3.1: "

LRk kR ok akak.

cpe:2.3:0:0penbsd:openbsd:3.2:*:*

LRk kR ok akak.

cpe:2.3:0:0penbsd:openbsd:3.0:*:*

cpe:2.3:0:0penbsd:openbsd:3.1 %

dk kR kR akak.

cpe:2.3:0:0penbsd:openbsd:3.2:*:**

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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