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AVNACUAUNCPIPAP Certain versions of le from Microsoft contain the following vulnerability:

Internet Explorer 5.5 and 6.0 allows remote attackers to bypass the
cross-domain security model and access information on the local
system or in other domains, and possibly execute code, via cached
methods and objects, aka "Cross Domain Verification via Cached
Methods."

CVE-2002-1254 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

ISS X-Force Database: ie-cache-getelementbyid-dom-access (2 XF ie-cache-getelementbyid-

(10436): Internet Explorer getElementByld cached object DOM dom-access(10436)

Repository / Oval Repository ¢) OVAL
oval:org.mitre.oval:def:408

ISS X-Force Database: ie-cache-getelementsbyname-dom-access (D) XF ie-cache-

(10437): Internet Explorer getElementsByName cached object DOM getelementsbyname-dom-

access access(10437)

ISS X-Force Database: ie-cache-execcommand-dom-access (10439): (%) XF ie-cache-execcommand-

Internet Explorer execCommand cached object DOM access dom-access(10439)
ISS X-Force Database: ie-cache-getelementsbytagname-dom-access (D) XF ie-cache-

(10438): Internet Explorer aetElementsBvTaaName cached obiect getelementsbyvtaaname-dom-
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https://cve.report/CVE-2002-1254/nist
https://cve.report/CVE-2002-1254/cve_org
https://cve.report/CVE-2002-1254.pdf
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2002/http://www.iss.net/security_center/static/10436.php
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A408
https://web.archive.org/web/2002/http://www.iss.net/security_center/static/10437.php
https://web.archive.org/web/2002/http://www.iss.net/security_center/static/10439.php
https://web.archive.org/web/2002/http://www.iss.net/security_center/static/10438.php

DOM access

ISS X-Force Database: ie-cache-elementfrompoint-dom-access
(10435): Internet Explorer elementFromPoint cached object DOM
access

No Description Provided

No Description Provided

IBM X-Force Exchange

No Description Provided

Microsoft Security Bulletin MS02-066 - Critical | Microsoft Docs
Repository / Oval Repository

Multiple Microsoft Internet Explorer Cached Objects Zone Bypass
Vulnerability

Inactive Link™ Not Archived

web.archive.org
text/html

Inactive Link™ Not Archived

text/htm

web.archive.org
text/html

Inactive Link™ Not Archived

exchange.xforce.ibmcloud.com

text/htm

web.archive.org
text/html

Inactive Link™ Not Archived

docs.microsoft.com

text/htm

oval.cisecurity.org

text/html

Vendor Advisory

cve.report (archive)

text/html

access(10438)

(D XF ie-cache-elementfrompoint-
dom-access(10435)

() BUGTRAQ 20021022
Vulnerable cached objects in IE (9
advisories in 1)

() CIAC N-018

€ XF ie-cache-showmodaldialog-
dom-access(10432)

© MISC
security.greymagic.com/adv/gmO012-
ie/

EE MS MS02-066

¢ OVAL
oval:org.mitre.oval:def:388

(D) BID 6028

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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Application Microsoft Internet Explorer 5.5 spi All All
Application Microsoft Internet Explorer 55 sp2 All All

Application Microsoft Internet Explorer 6.0 All All All
cpe:2.3:a:microsoftiie:5.5:****

Rk kKKK,

cpe:2.3:a:microsoft:ie:5.5:sp 1 i

cpe:2.3:a:microsoftiie:6.0:*:***:*
cpe:2.3:a:microsoft:ie:6.0:sp1: "
cpe:2.3:a:microsoftiie:5.5:* "

Rk ok kKK,

cpe:2.3:a:microsoftiie:5.5:sp1:* "

cpe:2.3:a:microsoft:internet_explorer:6.0:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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