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Summary

CVE CVE-2002-1293

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-11-29 05:00:00 UTC

Updated 2016-10-18 02:25:00 UTC

Description The Microsoft Java implementation, as used in Internet Explorer, provides a public load0() method for the CabCracker class (com.ms.vm.loader.CabCracker), which allows remote attackers to bypass the security checks that are performed by the load() method.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Java Virtual Machine 1.1 All All All

Application Microsoft Java Virtual Machine 1.1 All All All

References

Reference

20021108 Technical information about unpatched MS Java vulnerabilities

ISS X-Force Database: msvm-cabcracker-load-archive (10586): Microsoft VM CabCracker class could allow an attacker to load .cab archives

20021108 Technical information about unpatched MS Java vulnerabilities

Microsoft JVM CAB File Loading Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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