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Summary

CVE CVE-2002-1306

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-11-29 05:00:00 UTC

Updated 2016-10-18 02:25:00 UTC

Description Multiple buffer overflows in LISa on KDE 2.x for 2.1 and later, and KDE 3.x before 3.0.4, allow (1) local and possibly remote attackers to execute arbitrary code via the "lisa" daemon, and (2) remote attackers to execute arbitrary code via a certain "lan://" URL.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Kde Kde 2.1 All All All

Operating System Kde Kde 2.1.1 All All All

Operating System Kde Kde 2.1.2 All All All

Operating System Kde Kde 2.2 All All All

Operating System Kde Kde 2.2.1 All All All

Operating System Kde Kde 2.2.2 All All All

Operating System Kde Kde 3.0 All All All

Operating System Kde Kde 3.0.1 All All All

Operating System Kde Kde 3.0.2 All All All

Operating System Kde Kde 3.0.3 All All All

Operating System Kde Kde 2.1 All All All

Operating System Kde Kde 2.1.1 All All All

Operating System Kde Kde 2.1.2 All All All

Operating System Kde Kde 2.2 All All All

Operating System Kde Kde 2.2.1 All All All

Operating System Kde Kde 2.2.2 All All All

Operating System Kde Kde 3.0 All All All
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Operating System Kde Kde 3.0 All All All

Operating System Kde Kde 3.0.1 All All All

Operating System Kde Kde 3.0.2 All All All

Operating System Kde Kde 3.0.3 All All All

References

Reference Source Link

N-020: Red Hat Multiple Vulnerabilities in KDE CIAC www.ciac.org

ISS X-Force Database: kde-kdenetwork-lan-bo (10598): KDE kdenetwork lan:// URL handler buffer overflow XF www.iss.net

redhat.com | Red Hat Support REDHAT www.redhat.com

MDKSA-2002:080 MANDRAKE www.linux-mandrake.com

'GLSA: kdelibs' - MARC BUGTRAQ marc.info

Debian -- Security Information -- DSA-214-1 kdenetwork DEBIAN www.debian.org

www.kde.org/info/security/advisory-20021111-2.txt CONFIRM www.kde.org

NOVELL: Broken Link - 404 Error Pages SUSE www.novell.com

ISS X-Force Database: kde-kdenetwork-lisa-bo (10597): KDE kdenetwork LISa buffer overflow XF www.iss.net

'KDE Security Advisory: resLISa / LISa Vulnerabilities' - MARC BUGTRAQ marc.info

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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