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Summary

CVE CVE-2002-1320

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-12-11 05:00:00 UTC

Updated 2016-10-18 02:25:00 UTC

Description Pine 4.44 and earlier allows remote attackers to cause a denial of service (core dump and failed restart) via an email message with a From header that contains a large number of quotation marks (").

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application University Of Washington Pine 3.98 All All All

Application University Of Washington Pine 4.0.2 All All All

Application University Of Washington Pine 4.0.4 All All All

Application University Of Washington Pine 4.10 All All All

Application University Of Washington Pine 4.20 All All All

Application University Of Washington Pine 4.21 All All All

Application University Of Washington Pine 4.30 All All All

Application University Of Washington Pine 4.33 All All All

Application University Of Washington Pine 4.44 All All All

Application University Of Washington Pine 3.98 All All All

Application University Of Washington Pine 4.0.2 All All All

Application University Of Washington Pine 4.0.4 All All All

Application University Of Washington Pine 4.10 All All All

Application University Of Washington Pine 4.20 All All All

Application University Of Washington Pine 4.21 All All All

Application University Of Washington Pine 4.30 All All All

Application University Of Washington Pine 4.33 All All All
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Application University Of Washington Pine 4.33 All All All

Application University Of Washington Pine 4.44 All All All

References

Reference Source Link

20021107 Remote pine Denial of Service BUGTRAQ marc.info

Pine From: Field Heap Corruption Vulnerability BID www.securityfocus.com

ISS X-Force Database: pine-from-header-dos (10555): Pine "From:" message header denial of service XF www.iss.net

redhat.com | Red Hat Support REDHAT www.redhat.com

'GLSA: pine' - MARC BUGTRAQ marc.info

Home - Conectiva CONECTIVA distro.conectiva.com.br

redhat.com | Red Hat Support REDHAT www.redhat.com

NOVELL: Broken Link - 404 Error Pages SUSE www.novell.com

LinuxSecurity.com: EnGarde: pine version upgrade, security fixes ENGARDE www.linuxsecurity.com

MDKSA-2002:084 MANDRAKE www.linux-mandrake.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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