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CVE CVE-2002-1344
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-12-18 05:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Directory traversal vulnerability in wget before 1.8.2-4 allows a remote FTP server to create or overwrite files as the wget us

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:P/A:N

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:N/I:P/A:N

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnu Wget 1.5.3 All All All


https://cve.report/
https://cve.report/CVE-2002-1344/mitre
https://cve.report/CVE-2002-1344/nist
https://cve.report/CVE-2002-1344/cve_org
https://cve.report/api/cve/CVE-2002-1344.json
https://cve.report/CVE-2002-1344.pdf
http://cve.report/vendor/gnu
http://cve.report/software/gnu/wget

Application Gnu Woget 1.6 All All All
Application Gnu Wget 1.7 All All All
Application Gnu Wget 1.7.1 All All All
Application Gnu Wget 1.8 All All All
Application Gnu Wget 1.8.1 All All All
Application Gnu Wget 1.8.2 All All All
Hardware Sun Cobalt Rag Xtr All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source
ISS X-Force Database: wget-ftp-filename-traversal (10820): wget utility malicious file name directory traversal af854a3a-.
ftp.sco.com/pub/security/OpenLinux/CSSA-2003-003.0.txt af854a3a-
'Directory Traversal Vulnerabilities in FTP Clients' - MARC af854a3a-.
WGet NLST Client Side File Overwriting Vulnerability af854a3a-.
redhat.com | Red Hat Support af854a3a-
Debian -- Security Information -- DSA-209-1 wget af854a3a-
www.ciac.org/ciac/bulletins/n-022.shtml af854a3a-

Neohapsis Archives - VulnWatch - [VulnWatch] Directory Traversal Vulnerabilities in FTP Clients - From coley_at_linus.mitre.org  af854a3a-.

CERT/CC Vulnerability Note VU#210148 af854a3a-
Multiple Vendor FTP Client Side File Overwriting Vulnerability af854a3a-
www.linux-mandrake.com/en/security/2002/MDKSA-2002-086.php af854a3a-
Home - Conectiva af854a3a-
OpenPKG Corporation: Security: Security Advisories af854a3a-
SecurityFocus af854a3a-.
"TSLSA-2002-0089 - wget' - MARC af854a3a-
distro.conectiva.com/atualizacoes af854a3a-
Support af854a3a-
CVE Program record CVE.ORG
NVD vulnerability detail NVD

-

/| |

No vendor comments have been submitted for this CVE.


http://cve.report/vendor/gnu
http://cve.report/software/gnu/wget
http://cve.report/vendor/gnu
http://cve.report/software/gnu/wget
http://cve.report/vendor/gnu
http://cve.report/software/gnu/wget
http://cve.report/vendor/gnu
http://cve.report/software/gnu/wget
http://cve.report/vendor/gnu
http://cve.report/software/gnu/wget
http://cve.report/vendor/gnu
http://cve.report/software/gnu/wget
http://cve.report/vendor/sun
http://cve.report/software/sun/cobalt_raq_xtr
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.iss.net/security_center/static/10820.php
ftp://ftp.sco.com/pub/security/OpenLinux/CSSA-2003-003.0.txt
http://marc.info/?l=bugtraq&m=103962838628940&w=2
http://www.securityfocus.com/bid/6352
http://www.redhat.com/support/errata/RHSA-2002-229.html
https://www.debian.org/security/2002/dsa-209
http://www.ciac.org/ciac/bulletins/n-022.shtml
http://archives.neohapsis.com/archives/vulnwatch/2002-q4/0102.html
http://www.kb.cert.org/vuls/id/210148
http://www.securityfocus.com/bid/6360
http://www.linux-mandrake.com/en/security/2002/MDKSA-2002-086.php
http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000552
http://www.openpkg.com/security/advisories/OpenPKG-SA-2003.007.html
http://www.securityfocus.com/archive/1/307045/30/26300/threaded
http://marc.info/?l=bugtraq&m=104033016703851&w=2
http://distro.conectiva.com/atualizacoes/?id=a&anuncio=000552
http://www.redhat.com/support/errata/RHSA-2002-256.html
https://www.cve.org/CVERecord?id=CVE-2002-1344
https://nvd.nist.gov/vuln/detail/CVE-2002-1344

There are currently no legacy QID mappings associated with this CVE.
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