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AVNACUAUNCNPIAN Certain versions of Ncftp from Ncftp Software contain the following
vulnerability:

Directory traversal vulnerabilities in multiple FTP clients on UNIX
systems allow remote malicious FTP servers to create or overwrite files
as the client user via filenames containing /absolute/path or .. (dot dot)
sequences.

CVE-2002-1345 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

ISS X-Force Database: ftp-client-filename-traversal (10821): Multiple FTP (D) XF ftp-client-filename-
client malicious file name directory traversal traversal(10821)

Multiple Vendor FTP Client Side File Overwriting Vulnerability (7) BID 6360

CERT/CC Vulnerability Note VU#210409 # CERT-VN VU#210409
Third Party Advisory

US Government Resource

www.kb.cert.org

text/html

'Directory Traversal Vulnerabilities in FTP Clients' - MARC (D BUGTRAQ 20021211
text/html Directory Traversal Vulnerabilities

in FTP Clients



https://cve.report/
https://cve.report/CVE-2002-1345/mitre
https://cve.report/CVE-2002-1345/nist
https://cve.report/CVE-2002-1345/cve_org
https://cve.report/CVE-2002-1345.pdf
http://cve.report/software/ncftp_software/ncftp
http://cve.report/vendor/ncftp_software
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2002/http://www.iss.net/security_center/static/10821.php
http://cve.report/bid/6360
http://www.kb.cert.org/vuls/id/210409
http://marc.info/?l=bugtraq&m=103962838628940&w=2

Neohapsis Archives - VulnWatch - [VulnWatch] Directory Traversal
Vulnerabilities in FTP Clients - From coley_at_linus.mitre.org

text/html

() VULNWATCH 20021210
Directory Traversal Vulnerabilities

in FTP Clients

patches.sgi.com
Not Archived

@ SGI 20021205-01-A

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:a:ncftp_software:ncftp:3.0.0:*:*:**

cpe:2.3:a:ncftp_software:ncftp:3.0.1:%:":* ™

cpe:2.3:a:ncftp_software:ncftp:3.0.2:%:*:*

cpe:2.3:a:ncftp_software:ncftp:3.0.3:*:*:**

cpe:2.3:a:ncftp_software:ncftp:3.0.4:*:*:****:*:

cpe:2.3:a:ncftp_software:ncftp:3.1.0:*:*:*

cpe:2.3:a:ncftp_software:ncftp:3.1.1:%:*

cpe:2.3:a:ncftp_software:ncftp:3.1.2:%:**

cpe:2.3:a:ncftp_software:ncftp:3.1.3: " ™

cpe:2.3:a:ncftp_software:ncftp:3.1.4: ™

cpe:2.3:a:ncftp_software:ncftp:3.0.0

cpe:2.3:a:ncftp_software:ncftp:3.0.1:* ™

cpe:2.3:a:ncftp_software:ncftp:3.0.2:***:**:*:*:

cpe:2.3:a:ncftp_software:ncftp:3.0.3:***:**:*:*:

cpe:2.3:a:ncftp_software:ncftp:3.0.4:******:*:

cpe:2.3:a:ncftp_software:ncftp:3.1.0:***:***:*:

cpe:2.3:a:ncftp_software:ncftp:3.1.1

cpe:2.3:a:ncftp_software:ncftp:3.1.2:***:**:*:*:

cpe:2.3:a:ncftp_software:ncftp:3.1.3:* %% *:
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http://cve.report/software/sun/solaris
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http://cve.report/software/sun/sunos
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http://cve.report/vendor/sun
http://cve.report/software/sun/sunos
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cpe:2.3:a:ncftp_software:ncftp:3.1.4:%:*:*
cpe:2.3:0:0penbsd:openbsd:3.0:*: %"
cpe:2.3:0:0penbsd:openbsd:3.0:*: %"

cpe:2.3:0:sun:solaris:2.6:*:* 7 """

cpe:2.3:0:sun:solaris:2.6:*:*:* "

cpe:2.3:0:sun:solaris:7.0:*:x86:":*:*:*:*:

cpe:2.3:0:5uNn:sunos:5.7:
cpe:2.3:0:8uNn:sunos:-:

cpe:2.3:0:5uNn:sunos:5.7:

No vendor comments have been submitted for this CVE
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