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Summary

CVE CVE-2002-1348

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-02-19 05:00:00 UTC

Updated 2016-10-18 02:26:00 UTC

Description w3m before 0.3.2.2 does not properly escape HTML tags in the ALT attribute of an IMG tag, which could allow remote attackers to access files or cookies.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application W3m W3m 0.2 All All All

Application W3m W3m 0.2.1 All All All

Application W3m W3m 0.2.2 All All All

Application W3m W3m 0.2.3 All All All

Application W3m W3m 0.2.4 All All All

Application W3m W3m 0.2.5 All All All

Application W3m W3m 0.2.5.1 All All All

Application W3m W3m 0.3 All All All

Application W3m W3m 0.3.1 All All All

Application W3m W3m 0.3.2 All All All

Application W3m W3m 0.3.2.1 All All All

Application W3m W3m 0.3.2.2 All All All

Application W3m W3m 0.2 All All All

Application W3m W3m 0.2.1 All All All

Application W3m W3m 0.2.2 All All All

Application W3m W3m 0.2.3 All All All

Application W3m W3m 0.2.4 All All All
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Application W3m W3m 0.2.4 All All All

Application W3m W3m 0.2.5 All All All

Application W3m W3m 0.2.5.1 All All All

Application W3m W3m 0.3 All All All

Application W3m W3m 0.3.1 All All All

Application W3m W3m 0.3.2 All All All

Application W3m W3m 0.3.2.1 All All All

Application W3m W3m 0.3.2.2 All All All

References

Reference Source Link

Debian -- Security Information -- DSA-251-1 w3m DEBIAN www.debian.org

redhat.com | Red Hat Support REDHAT www.redhat.com

'GLSA: w3m' - MARC BUGTRAQ marc.info

ISS X-Force Database: w3m-img-alt-xss (11266): w3m HTML tags in the IMG ALT attribute cross-site scripting XF www.iss.net

Debian -- Security Information -- DSA-249-1 w3mmee DEBIAN www.debian.org

SourceForge.net: File Release Notes and Changelog CONFIRM sourceforge.net

Debian -- Security Information -- DSA-250-1 w3mmee-ssl DEBIAN www.debian.org

redhat.com | Red Hat Support REDHAT www.redhat.com

W3M Image Attribute Cross Site Scripting Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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