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Multiple SSH2 servers and clients do not properly handle packets or data elements with incorrect length specifiers, which m
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Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
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Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Application

Vendor Product Version Update Edition Language
Cisco los 12.0s All All All
Cisco los 12.0st All All All
Cisco los 12.1e All All All
Cisco los 12.1ea All All All
Cisco los 12.1t All All All
Cisco los 12.2 All All All
Cisco los 12.2s All All All
Cisco los 12.2t All All All
Cisco los 12.0s All All All
Cisco los 12.0st All All All
Cisco los 12.1e All All All
Cisco los 12.1ea All All All
Cisco los 12.1t All All All
Cisco los 12.2 All All All
Cisco los 12.2s All All All
Cisco los 12.2t All All All
Fissh Ssh Client 1.0a for windows All All All
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CERT/CC Vulnerability Note VU#389665

Repository / Oval Repository

Ssh Client
Securenetterm
Securenetterm
Shellguard Ssh
Shellguard Ssh
Secureshell
Secureshell
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Multiple Vendor SSH2 Implementation Incorrect Field Length Vulnerabilities

CERT Advisory CA-2002-36 Multiple Vulnerabilities in SSH Implementations
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Security Tracker: F-Secure SSH Client and Server SSH2 Implementation Bugs Allow Only Limited Remote Denial of Service Issues
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