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CVE CVE-2002-1360
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2002-12-23 05:00:00 UTC
Updated 2017-10-11 01:29:00 UTC
Description Multiple SSH2 servers and clients do not properly handle strings with null characters in them when the string length is speci
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Cisco los 12.0s All All All
Operating System Cisco los 12.0st All All All
Operating System Cisco los 12.1e All All All
Operating System Cisco los 12.1ea All All All
Operating System Cisco los 12.1t All All All
Operating System Cisco los 12.2 All All All
Operating System Cisco los 12.2s All All All
Operating System Cisco los 12.2t All All All
Operating System Cisco los 12.0s All All All
Operating System Cisco los 12.0st All All All
Operating System Cisco los 12.1e All All All
Operating System Cisco los 12.1ea All All All
Operating System Cisco los 12.1t All All All
Operating System Cisco los 12.2 All All All
Operating System Cisco los 12.2s All All All
Operating System Cisco los 12.2t All All All
Application Fissh Ssh Client 1.0a for windows All All All
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Application Fissh Ssh Client 1.0a_for_windows All All All
Application Intersoft Securenetterm 5.4.1 All All All
Application Intersoft Securenetterm 5.4.1 All All All
Application Netcomposite Shellguard Ssh 3.4.6 All All All
Application Netcomposite Shellguard Ssh 3.4.6 All All All
Application Pragma Systems Secureshell 2.0 All All All
Application Pragma Systems Secureshell 2.0 All All All
Application Putty Putty 0.48 All All All
Application Putty Putty 0.49 All All All
Application Putty Putty 0.53 All All All
Application Putty Putty 0.48 All All All
Application Putty Putty 0.49 All All All
Application Putty Putty 0.53 All All All
Application Winscp Winscp 2.0.0 All All All
Application Winscp Winscp 2.0.0 All All All
Reference

SecurityTracker: F-Secure SSH Client and Server SSH2 Implementation Bugs Allow Only Limited Remote Denial of Service Issues
Neohapsis Archives - VulnWatch - [VulnWatch] R7-0009: Vulnerabilities in SSH2 Implementations from Multiple Vendors - From advisory_at |
CERT Advisory CA-2002-36 Multiple Vulnerabilities in SSH Implementations

SecurityTracker.com Archives - SSH Communications SSH Client and Server SSH2 Implementation Bugs Allow Only Limited Denial of Servic
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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