CVE-2002-1367
Published on: 12/26/2002 05:00:00 AM UTC
Last Modified on: 03/23/2021 11:26:02 PM UTC

CVE-2002-1367

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AV-NIACLIAUNCCICIAC Certain versions of Mac Os X from Apple contain the foIIowing
’ vulnerability:

Common Unix Printing System (CUPS) 1.1.14 through 1.1.17 allows
remote attackers to add printers without authentication via a certain
UDP packet, which can then be used to perform unauthorized activities
such as stealing the local root certificate for the administration server
via a "need authorization" page, as demonstrated by new-coke.

CVE-2002-1367 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication

Vector Complexity

Low [NONE |

Confidentiality Integrity Availability

Impact Impact Impact

CVE References

Description Tags Link
m 0) BUGTRAQ 20021219 iDEFENSE Security Advisory 12.19.02: Multiple
Security Vulnerabilities in Common Unix Printing System (CUPS)

web.archive.org 2 VULNWATCH 20021219 iDEFENSE Security Advisory 12.19.02:

Multiple Security Vulnerabilities in Common Unix Printing System (CUPS)

Accenture | Let there be | Exploit | > MISC www.idefense.com/advisory/12.19.02.txt

change

CUPS Remote Printer Addition (D) BID 6436

Vulnerability



https://cve.report/
https://cve.report/CVE-2002-1367/mitre
https://cve.report/CVE-2002-1367/nist
https://cve.report/CVE-2002-1367/cve_org
https://cve.report/CVE-2002-1367.pdf
http://cve.report/software/apple/mac_os_x
http://cve.report/vendor/apple
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://marc.info/?l=bugtraq&m=104032149026670&w=2
https://web.archive.org/web/2002/http://archives.neohapsis.com/archives/vulnwatch/2002-q4/0117.html
https://cve.report/CVE-2002-1367/2318d359
http://cve.report/bid/6436

redhat.com | Red Hat Support & REDHAT RHSA-2002:295

IBM X-Force Exchange € XF cups-udp-add-printers(10908)

NOVELL: Broken Link - 404 ot SUSE SuSE-SA:2003:002

Error Pages

Mandrakesoft Security ) MANDRAKE MDKSA-2003:001

Advisories

Debian -- Security Information (© DEBIAN DSA-232

~ DSA-232-1 cupsys

Home - Conectiva @) CONECTIVA CLSA-2003:702
By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Apple Mac Os X 10.2 All All All
System

Operating Apple Mac Os X 10.2.2 All All All
System

Operating Apple Mac Os X 10.2 All All All
System

Operating Apple Mac Os X 10.2.2 All All All
System

Application Easy Software Products Cups 1.04 All All All
Application Easy Software Products Cups 1.0.4_8 All All All
Application Easy Software Products Cups 1.1.1 All All All
Application Easy Software Products Cups 1.1.10 All All All
Application Easy Software Products Cups 1.1.13 All All All
Application Easy Software Products Cups 1.1.14 All All All
Application Easy Software Products Cups 1.1.17 All All All
Application Easy Software Products Cups 1.1.4 All All All
Application Easy Software Products Cups 1.14_2 All All All
Application Easy Software Products Cups 1.1.4_3 All All All
Application Easy Software Products Cups 1.1.4.5 All All All
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cpe:2.3:a:easy_software_products:cups:1.1.7:*: """

cpe:2.3:a:easy_software_products:cups:1.0.4:*:*:* """

cpe:2.3:a:easy_software_products:cups:1.1.1: """

cpe:2.3:a:easy_software_products:cups:1.1.10: %"

cpe:2.3:a:easy_software_products:cups:1.1.13: """

cpe:2.3:a:easy_software_products:cups:1.1.14:*** "

cpe:2.3:a:easy_software_products:cups:1.1.17:*** "

cpe:2.3:a:easy_software_products:cups:1.1.4:*: 7 "

cpe:2.3:a:easy_software_products:cups:1.1.4_2:%: "

cpe:2.3:a:easy_software_products:cups:1.1.4_3:*:* "

cpe:2.3:a:easy_software_products:cups:1.1.4_5:* "

cpe:2.3:a:easy_software_products:cups:1.1.6:: " "™

cpe:2.3:a:easy_software_products:cups:1.1.7:: % : %

No vendor comments have been submitted for this CVE
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