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Certain versions of Mysql from Oracle contain the following
vulnerability:

libmysqlclient client library in MySQL 3.x to 3.23.54, and 4.x to 4.0.6,
does not properly verify length fields for certain responses in the (1)
read_rows or (2) read_one_row routines, which allows remote
attackers to cause a denial of service and possibly execute arbitrary
code.

CVSS2 Score: 7.5 - HIGH
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CVE References

Description Tags Link

Advisory 04/2002 - Multiple MySQL vulnerabilities |
e-matters

security.e-matters.de

text/html

 MISC security.e-
matters.de/advisories/042002.html

Home - Conectiva distro.conectiva.com.br

text/html

 CONECTIVA CLSA-2002:555

MySQL libmysqlclient Library Read_One_Row Buffer
Overflow Vulnerability

Patch

Vendor Advisory

cve.report (archive)

text/html

 BID 6374

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF mysql-libmysqlclient-readonerow-bo(10850)

Mandriva Security Advisories www.mandriva.com

text/html

 MANDRAKE MDKSA-2002:087

CVE-2002-1376 has been assigned by  cve@mitre.org to track the vulnerability

 �

�

https://cve.report/
https://cve.report/CVE-2002-1376/mitre
https://cve.report/CVE-2002-1376/nist
https://cve.report/CVE-2002-1376/cve_org
https://cve.report/CVE-2002-1376.pdf
http://cve.report/software/oracle/mysql
http://cve.report/vendor/oracle
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://security.e-matters.de/advisories/042002.html
http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000555
http://cve.report/bid/6374
https://exchange.xforce.ibmcloud.com/vulnerabilities/10850
http://www.mandriva.com/security/advisories?name=MDKSA-2002:087


text/html

'[OpenPKG-SA-2002.013] OpenPKG Security
Advisory (mysql)' - MARC

marc.info

text/html

 BUGTRAQ 20021216 [OpenPKG-SA-2002.013]
OpenPKG Security Advisory (mysql)

Debian -- Security Information -- DSA-212-1 mysql www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-212

'GLSA: mysql' - MARC marc.info

text/html

 BUGTRAQ 20021215 GLSA: mysql

MySQL libmysqlclient Library Read_Rows Buffer
Overflow Vulnerability

Patch

Vendor Advisory

cve.report (archive)

text/html

 BID 6370

'Advisory 04/2002: Multiple MySQL vulnerabilities' -
MARC

marc.info

text/html

 BUGTRAQ 20021212 Advisory 04/2002: Multiple
MySQL vulnerabilities

LinuxSecurity.com: EnGarde: Several MySQL
vulnerabilities

Patch

Vendor Advisory

www.linuxsecurity.com

text/html

 ENGARDE ESA-20021213-033

'TSLSA-2002-0086 - mysql' - MARC marc.info

text/html

 BUGTRAQ 20021219 TSLSA-2002-0086 - mysql

redhat.com | Red Hat Support www.redhat.com

text/html

 REDHAT RHSA-2002:288

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF mysql-libmysqlclient-readrows-bo(10849)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Mysql 3.22.26 All All All

Application Oracle Mysql 3.22.27 All All All

Application Oracle Mysql 3.22.28 All All All

Application Oracle Mysql 3.22.29 All All All

Application Oracle Mysql 3.22.30 All All All

Application Oracle Mysql 3.22.32 All All All

Application Oracle Mysql 3.23.10 All All All

Application Oracle Mysql 3.23.2 All All All

Application Oracle Mysql 3.23.23 All All All

Application Oracle Mysql 3.23.24 All All All

Application Oracle Mysql 3.23.25 All All All
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Application Oracle Mysql 3.23.25 All All All

Application Oracle Mysql 3.23.26 All All All

Application Oracle Mysql 3.23.27 All All All

Application Oracle Mysql 3.23.28 All All All

Application Oracle Mysql 3.23.29 All All All

Application Oracle Mysql 3.23.3 All All All

Application Oracle Mysql 3.23.30 All All All

Application Oracle Mysql 3.23.31 All All All

Application Oracle Mysql 3.23.34 All All All

Application Oracle Mysql 3.23.36 All All All

Application Oracle Mysql 3.23.37 All All All

Application Oracle Mysql 3.23.38 All All All

Application Oracle Mysql 3.23.39 All All All

Application Oracle Mysql 3.23.4 All All All

Application Oracle Mysql 3.23.40 All All All

Application Oracle Mysql 3.23.41 All All All

Application Oracle Mysql 3.23.42 All All All

Application Oracle Mysql 3.23.43 All All All

Application Oracle Mysql 3.23.44 All All All

Application Oracle Mysql 3.23.45 All All All

Application Oracle Mysql 3.23.46 All All All

Application Oracle Mysql 3.23.47 All All All

Application Oracle Mysql 3.23.48 All All All

Application Oracle Mysql 3.23.49 All All All

Application Oracle Mysql 3.23.5 All All All

Application Oracle Mysql 3.23.50 All All All

Application Oracle Mysql 3.23.51 All All All

Application Oracle Mysql 3.23.52 All All All

Application Oracle Mysql 3.23.53 All All All

Application Oracle Mysql 3.23.53a All All All

Application Oracle Mysql 3.23.8 All All All

Application Oracle Mysql 3.23.9 All All All

Application Oracle Mysql 4.0.0 All All All

Application Oracle Mysql 4.0.1 All All All

Application Oracle Mysql 4.0.2 All All All

Application Oracle Mysql 4.0.3 All All All
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Application Oracle Mysql 4.0.3 All All All

Application Oracle Mysql 4.0.5a All All All

Application Oracle Mysql 3.22.26 All All All

Application Oracle Mysql 3.22.27 All All All

Application Oracle Mysql 3.22.28 All All All

Application Oracle Mysql 3.22.29 All All All

Application Oracle Mysql 3.22.30 All All All

Application Oracle Mysql 3.22.32 All All All

Application Oracle Mysql 3.23.10 All All All

Application Oracle Mysql 3.23.2 All All All

Application Oracle Mysql 3.23.23 All All All

Application Oracle Mysql 3.23.24 All All All

Application Oracle Mysql 3.23.25 All All All

Application Oracle Mysql 3.23.26 All All All

Application Oracle Mysql 3.23.27 All All All

Application Oracle Mysql 3.23.28 All All All

Application Oracle Mysql 3.23.29 All All All

Application Oracle Mysql 3.23.3 All All All

Application Oracle Mysql 3.23.30 All All All

Application Oracle Mysql 3.23.31 All All All

Application Oracle Mysql 3.23.34 All All All

Application Oracle Mysql 3.23.36 All All All

Application Oracle Mysql 3.23.37 All All All

Application Oracle Mysql 3.23.38 All All All

Application Oracle Mysql 3.23.39 All All All

Application Oracle Mysql 3.23.4 All All All

Application Oracle Mysql 3.23.40 All All All

Application Oracle Mysql 3.23.41 All All All

Application Oracle Mysql 3.23.42 All All All

Application Oracle Mysql 3.23.43 All All All

Application Oracle Mysql 3.23.44 All All All

Application Oracle Mysql 3.23.45 All All All

Application Oracle Mysql 3.23.46 All All All

Application Oracle Mysql 3.23.47 All All All

Application Oracle Mysql 3.23.48 All All All

Application Oracle Mysql 3.23.49 All All All
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Application Oracle Mysql 3.23.5 All All All

Application Oracle Mysql 3.23.50 All All All

Application Oracle Mysql 3.23.51 All All All

Application Oracle Mysql 3.23.52 All All All

Application Oracle Mysql 3.23.53 All All All

Application Oracle Mysql 3.23.53a All All All

Application Oracle Mysql 3.23.8 All All All

Application Oracle Mysql 3.23.9 All All All

Application Oracle Mysql 4.0.0 All All All

Application Oracle Mysql 4.0.1 All All All

Application Oracle Mysql 4.0.2 All All All

Application Oracle Mysql 4.0.3 All All All

Application Oracle Mysql 4.0.5a All All All

Application Symantec Veritas Netbackup Advanced Reporter 3.4 All All All

Application Symantec Veritas Netbackup Advanced Reporter 4.5 All All All

Application Symantec Veritas Netbackup Advanced Reporter 4.5_fp1 All All All

Application Symantec Veritas Netbackup Advanced Reporter 4.5_fp2 All All All

Application Symantec Veritas Netbackup Advanced Reporter 4.5_fp3 All All All

Application Symantec Veritas Netbackup Advanced Reporter 4.5_mp1 All All All

Application Symantec Veritas Netbackup Advanced Reporter 4.5_mp2 All All All

Application Symantec Veritas Netbackup Advanced Reporter 4.5_mp3 All All All

Application Symantec Veritas Netbackup Advanced Reporter 3.4 All All All

Application Symantec Veritas Netbackup Advanced Reporter 4.5 All All All

Application Symantec Veritas Netbackup Advanced Reporter 4.5_fp1 All All All

Application Symantec Veritas Netbackup Advanced Reporter 4.5_fp2 All All All

Application Symantec Veritas Netbackup Advanced Reporter 4.5_fp3 All All All

Application Symantec Veritas Netbackup Advanced Reporter 4.5_mp1 All All All

Application Symantec Veritas Netbackup Advanced Reporter 4.5_mp2 All All All

Application Symantec Veritas Netbackup Advanced Reporter 4.5_mp3 All All All

Application Symantec Veritas Netbackup Global Data Manager 4.5 All All All

Application Symantec Veritas Netbackup Global Data Manager 4.5_fp1 All All All

Application Symantec Veritas Netbackup Global Data Manager 4.5_fp2 All All All

Application Symantec Veritas Netbackup Global Data Manager 4.5_fp3 All All All

Application Symantec Veritas Netbackup Global Data Manager 4.5_mp1 All All All

Application Symantec Veritas Netbackup Global Data Manager 4.5_mp2 All All All

Application Symantec Veritas Netbackup Global Data Manager 4.5_mp3 All All All
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Application Symantec Veritas Netbackup Global Data Manager 4.5_mp3 All All All

Application Symantec Veritas Netbackup Global Data Manager 4.5 All All All

Application Symantec Veritas Netbackup Global Data Manager 4.5_fp1 All All All

Application Symantec Veritas Netbackup Global Data Manager 4.5_fp2 All All All

Application Symantec Veritas Netbackup Global Data Manager 4.5_fp3 All All All

Application Symantec Veritas Netbackup Global Data Manager 4.5_mp1 All All All

Application Symantec Veritas Netbackup Global Data Manager 4.5_mp2 All All All

Application Symantec Veritas Netbackup Global Data Manager 4.5_mp3 All All All

cpe:2.3:a:oracle:mysql:3.22.26:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.22.27:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.22.28:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.22.29:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.22.30:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.22.32:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.10:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.2:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.23:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.24:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.25:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.26:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.27:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.28:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.29:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.3:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.30:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.31:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.34:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.36:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.37:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.38:*:*:*:*:*:*:*:
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cpe:2.3:a:oracle:mysql:3.23.39:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.4:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.40:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.41:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.42:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.43:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.44:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.45:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.46:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.47:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.48:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.49:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.5:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.50:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.51:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.52:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.53:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.53a:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.8:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.9:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:4.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:4.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:4.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:4.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:4.0.5a:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.22.26:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.22.27:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.22.28:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.22.29:*:*:*:*:*:*:*:



cpe:2.3:a:oracle:mysql:3.22.30:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.22.32:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.10:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.2:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.23:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.24:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.25:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.26:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.27:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.28:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.29:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.3:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.30:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.31:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.34:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.36:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.37:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.38:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.39:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.4:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.40:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.41:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.42:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.43:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.44:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.45:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.46:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.47:*:*:*:*:*:*:*:



cpe:2.3:a:oracle:mysql:3.23.48:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.49:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.5:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.50:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.51:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.52:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.53:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.53a:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.8:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:3.23.9:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:4.0.0:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:4.0.1:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:4.0.2:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:4.0.3:*:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:4.0.5a:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_advanced_reporter:3.4:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_advanced_reporter:4.5:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_advanced_reporter:4.5_fp1:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_advanced_reporter:4.5_fp2:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_advanced_reporter:4.5_fp3:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_advanced_reporter:4.5_mp1:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_advanced_reporter:4.5_mp2:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_advanced_reporter:4.5_mp3:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_advanced_reporter:3.4:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_advanced_reporter:4.5:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_advanced_reporter:4.5_fp1:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_advanced_reporter:4.5_fp2:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_advanced_reporter:4.5_fp3:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_advanced_reporter:4.5_mp1:*:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:a:symantec_veritas:netbackup_advanced_reporter:4.5_mp1:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_advanced_reporter:4.5_mp2:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_advanced_reporter:4.5_mp3:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_global_data_manager:4.5:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_global_data_manager:4.5_fp1:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_global_data_manager:4.5_fp2:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_global_data_manager:4.5_fp3:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_global_data_manager:4.5_mp1:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_global_data_manager:4.5_mp2:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_global_data_manager:4.5_mp3:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_global_data_manager:4.5:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_global_data_manager:4.5_fp1:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_global_data_manager:4.5_fp2:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_global_data_manager:4.5_fp3:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_global_data_manager:4.5_mp1:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_global_data_manager:4.5_mp2:*:*:*:*:*:*:*:

cpe:2.3:a:symantec_veritas:netbackup_global_data_manager:4.5_mp3:*:*:*:*:*:*:*:

https://cve.report/CVE-2002-1375
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