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Summary

CVE CVE-2002-1393

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-01-17 05:00:00 UTC

Updated 2016-10-18 02:26:00 UTC

Description Multiple vulnerabilities in KDE 2 and KDE 3.x through 3.0.5 do not quote certain parameters that are inserted into a shell command, which could allow remote attackers to execute arbitrary commands via (1) URLs, (2) filenames, or (3) e-mail addresses.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Kde Kde 2.0 All All All

Operating System Kde Kde 2.0.1 All All All

Operating System Kde Kde 2.1 All All All

Operating System Kde Kde 2.1.1 All All All

Operating System Kde Kde 2.1.2 All All All

Operating System Kde Kde 2.2 All All All

Operating System Kde Kde 2.2.1 All All All

Operating System Kde Kde 2.2.2 All All All

Operating System Kde Kde 3.0 All All All

Operating System Kde Kde 3.0.1 All All All

Operating System Kde Kde 3.0.2 All All All

Operating System Kde Kde 3.0.3 All All All

Operating System Kde Kde 3.0.3a All All All

Operating System Kde Kde 3.0.4 All All All

Operating System Kde Kde 3.0.5 All All All

Operating System Kde Kde 2.0 All All All

Operating System Kde Kde 2.0.1 All All All
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Operating System Kde Kde 2.0.1 All All All

Operating System Kde Kde 2.1 All All All

Operating System Kde Kde 2.1.1 All All All

Operating System Kde Kde 2.1.2 All All All

Operating System Kde Kde 2.2 All All All

Operating System Kde Kde 2.2.1 All All All

Operating System Kde Kde 2.2.2 All All All

Operating System Kde Kde 3.0 All All All

Operating System Kde Kde 3.0.1 All All All

Operating System Kde Kde 3.0.2 All All All

Operating System Kde Kde 3.0.3 All All All

Operating System Kde Kde 3.0.3a All All All

Operating System Kde Kde 3.0.4 All All All

Operating System Kde Kde 3.0.5 All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-236-1 kdelibs DEBIAN www.debian.org

Support REDHAT www.redhat.com

'GLSA: kde-3.0.x' - MARC BUGTRAQ marc.info

Debian -- Security Information -- DSA-242-1 kdebase DEBIAN www.debian.org

Home - Conectiva CONECTIVA distro.conectiva.com.br

Debian -- Security Information -- DSA-240-1 kdegames DEBIAN www.debian.org

Debian -- Security Information -- DSA-234-1 kdeadmin DEBIAN www.debian.org

KDE Parameter Quoting Shell Command Execution Vulnerability BID www.securityfocus.com

www.kde.org/info/security/advisory-20021220-1.txt CONFIRM www.kde.org Patch, Vendor Advisory

Debian -- Security Information -- DSA-238-1 kdepim DEBIAN www.debian.org

Secunia - Advisories - Conectiva updates for KDE SECUNIA secunia.com

Advisories - Mandriva MANDRAKE www.mandriva.com

Debian -- Security Information -- DSA-239-1 kdesdk DEBIAN www.debian.org

'KDE Security Advisory: Multiple vulnerabilities in KDE' - MARC BUGTRAQ marc.info

Debian -- Security Information -- DSA-237-1 kdenetwork DEBIAN www.debian.org

Debian -- Security Information -- DSA-243-1 kdemultimedia DEBIAN www.debian.org Patch, Vendor Advisory

Secunia - Advisories - RedHat updates for KDE SECUNIA secunia.com

redhat.com | Red Hat Support REDHAT www.redhat.com

Debian -- Security Information -- DSA-241-1 kdeutils DEBIAN www.debian.org

Debian -- Security Information -- DSA-235-1 kdegraphics DEBIAN www.debian.org
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Debian -- Security Information -- DSA-235-1 kdegraphics DEBIAN www.debian.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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