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AV-NIAC:LIAU:NIC:P/LP/AP Certain versions of Tomcat from Apache contain the foIIowing

vulnerability:

Apache Tomcat 4.0.5 and earlier, when using both the invoker servlet
and the default servlet, allows remote attackers to read source code for
server files or bypass certain protections, a variant of CAN-2002-1148.

CVE-2002-1394 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH
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CVE References

Description

'GLSA: tomcat' - MARC

Support

IBM X-Force Exchange

Debian -- Security Information -- DSA-225-1
tomcat4

Apache Tomcat Invoker Servlet File Disclosure
Vulnerability

Pony Mail!

Tags Link

[ marc.info | ) GENTOO GLSA-200210-001

& REDHAT RHSA-2003:075

€ XF tomcat-invoker-source-code(10376)
(© DEBIAN DSA-225

© BID 6562

/ MLIST [tomcat-dev] 20190325 svn commit:


https://cve.report/
https://cve.report/CVE-2002-1394/mitre
https://cve.report/CVE-2002-1394/nist
https://cve.report/CVE-2002-1394/cve_org
https://cve.report/CVE-2002-1394.pdf
http://cve.report/software/apache/tomcat
http://cve.report/vendor/apache
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://marc.info/?l=bugtraq&m=103470282514938&w=2
http://www.redhat.com/support/errata/RHSA-2003-075.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/10376
http://www.debian.org/security/2003/dsa-225
http://cve.report/bid/6562

1856174 [19/29] - in /tomcat/site/trunk: docs/ xdocs/

xdocs/stylesheets/

Pony Mail! / MLIST [tomcat-dev] 20190319 svn commit:
r1855831 [21/30] - in /tomcat/site/trunk: ./ docs/ xdocs/

Pony Mail! / MLIST [tomcat-dev] 20200213 svn commit:
r1873980 [24/34] - /tomcat/site/trunk/docs/

redhat.com | Red Hat Support & REDHAT RHSA-2003:082

'[SECURITY] Apache Tomcat 4.x JSP source [ marc.info | {2y CONFIRM marc.info/?l=tomcat-

disclosure vulnerability;' - MARC dev&m=103417249325526&w=2

Bug 13365 - JSP source disclosure vulnerability N, CONFIRM

not fixed when invoking servlets by name issues.apache.org/bugzilla/show_bug.cgi?id=13365

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Apache Tomcat 4.0.0 All All All
Application Apache Tomcat 4.01 All All All
Application Apache Tomcat 4.0.2 All All All
Application Apache Tomcat 4.0.3 All All All
Application Apache Tomcat 4.0.4 All All All
Application Apache Tomcat 4.0.5 All All All
Application Apache Tomcat 41.0 All All All
Application Apache Tomcat 4.1.10 All All All
Application Apache Tomcat 4.1.3 beta All All
Application Apache Tomcat 41.9 beta All All
Application Apache Tomcat 4.0.0 All All All
Application Apache Tomcat 4.0.1 All All All
Application Apache Tomcat 4.0.2 All All All
Application Apache Tomcat 4.0.3 All All All
Application Apache Tomcat 4.0.4 All All All
Application Apache Tomcat 4.0.5 All All All
Application Apache Tomcat 41.0 All All All
Application Apache Tomcat 4.1.10 All All All

AAnlinntian ANAnmAlA TAnmAnt A 40 At~ All All
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AppILauun Apacvitic 1uincat “4.1.9 veia Al Ialll

Application Apache Tomcat 4.1.9 beta All All

cpe:2.3:a:apache:tomcat:4.0.0:*:*:*:

cpe:2.3:a:apache:tomcat:4.0.1:* "™

cpe:2.3:a:apache:tomcat:4.0.2:* "

cpe:2.3:a:apache:tomcat:4.0.3:* " ™

cpe:2.3:a:apache:tomcat:4.0.4:*: """

cpe:2.3:a:apache:tomcat:4.0.5:* " "

cpe:2.3:a:apache:tomcat:4.1.0:*: """

cpe:2.3:a:apache:tomcat:4.1.3:beta:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:4.1.9:beta:*:*:*:*:*:*:

cpe:2.3:a:apache:tomcat:4.0.0: %" "

cpe:2.3:a:apache:tomcat:4.0.1:*: %" "

cpe:2.3:a:apache:tomcat:4.0.2:*: %" "

cpe:2.3:a:apache:tomcat:4.0.3:*: """

cpe:2.3:a:apache:tomcat:4.0.4:" "

cpe:2.3:a:apache:tomcat:4.0.5:*: %"

cpe:2.3:a:apache:tomcat:4.1.0:" " ™

No vendor comments have been submitted for this CVE
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