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Certain versions of Internet Message from Debian contain the following
vulnerability:

Internet Message (IM) 141-18 and earlier uses predictable file and
directory names, which allows local users to (1) obtain unauthorized
directory permissions via a temporary directory used by impwagent,
and (2) overwrite and create arbitrary files via immknmz.

CVSS2 Score: 2.1 - LOW

Access
Vector

Access
Complexity

Authentication

LOCAL LOW NONE
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NONE PARTIAL NONE

CVE References

Description Tags Link

ISS X-Force Database: im-impwagent-insecure-directory (10766): IM impwagent
creates an insecure /tmp directory

web.archive.org

text/html

Inactive Link Not Archived

 XF im-impwagent-
insecure-directory(10766)

redhat.com | Red Hat Support www.redhat.com

text/html

 REDHAT RHSA-
2003:039

Internet Message Insecure Temporary File Creation Vulnerability cve.report (archive)

text/html

 BID 6307

Debian -- Security Information -- DSA-202-1 im Patch

Vendor Advisory

www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-202

Secunia - Advisories - RedHat updates for IM web.archive.org  SECUNIA 8242

CVE-2002-1395 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2002-1395/mitre
https://cve.report/CVE-2002-1395/nist
https://cve.report/CVE-2002-1395/cve_org
https://cve.report/CVE-2002-1395.pdf
http://cve.report/software/debian/internet_message
http://cve.report/vendor/debian
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2002/http://www.iss.net/security_center/static/10766.php
http://www.redhat.com/support/errata/RHSA-2003-039.html
http://cve.report/bid/6307
http://www.debian.org/security/2002/dsa-202
https://web.archive.org/web/2002/http://secunia.com/advisories/8242


← Previous ID Next ID→

Secunia - Advisories - RedHat updates for IM web.archive.org

text/html

 SECUNIA 8242

Secunia - Advisories - RedHat updates for IM web.archive.org

text/html

 SECUNIA 8166

ISS X-Force Database: im-immknmz-symlink (10767): IM immknmz /tmp file
symlink

web.archive.org

text/html

Inactive Link Not Archived

 XF im-immknmz-
symlink(10767)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Debian Internet Message 133-0 All All All

Application Debian Internet Message 141-0 All All All

Application Debian Internet Message 133-0 All All All

Application Debian Internet Message 141-0 All All All

No vendor comments have been submitted for this CVE
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