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AVUACLAUNCIPIAP Certain versions of Postgresgl from Postgresqgl contain the following
vulnerability:

Buffer overflow in the date parser for PostgreSQL before 7.2.2 allows
attackers to cause a denial of service and possibly execute arbitrary
code via a long date string, aka a vulnerability "in handling long
datetime input."

CVE-2002-1398 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 4.6- MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

'TANNOUNCE] PostgreSQL 7.2.2: Security Release' - () CONFIRM marc.info/?l=postgresql-
MARC text/html announce&m=103062536330644

'Re: @(#)Mordred Labs advisory 0x0003: Buffer 7y BUGTRAQ 20020821 Re: @(#)Mordred Labs
overflow in PostgreSQL' - MARC text/html advisory 0x0003: Buffer overflow in PostgreSQL

redhat.com | Red Hat Support www.redhat.com & REDHAT RHSA-2003:001
text/html

'Fwd: [GENERAL] PostgreSQL 7.2.2: Security (%) BUGTRAQ 20020824 Fwd: [GENERAL]
Release' - MARC text/html PostgreSQL 7.2.2: Security Release

'Re: @(#) Mordred Labs advisory 0x0001: Buffer () BUGTRAQ 20020819 Re: @(#) Mordred Labs

overflow in' - MARC text/html advisory 0x0001: Buffer overflow in PostgreSQL
Secunia - Advisories - Mandrake updates to web.archive.org YU SECUNIA 8034
postgresql text/html
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http://cve.report/glossary/common-cve-tag-descriptions/
http://marc.info/?l=postgresql-announce&m=103062536330644
http://marc.info/?l=bugtraq&m=102996089613404&w=2
http://www.redhat.com/support/errata/RHSA-2003-001.html
http://marc.info/?l=bugtraq&m=103021186622725&w=2
http://marc.info/?l=bugtraq&m=102978152712430&w=2
https://web.archive.org/web/2002/http://secunia.com/advisories/8034

'GLSA: PostgreSQL' - MARC [ marc.info | (3) BUGTRAQ 20020826 GLSA: PostgreSQL
[ text/htmi |

text/html
PostgreSQL 7.2.2: Security Release (2) CONFIRM archives.postgresql.org/pgsql-
announce/2002-08/msg00004.php
NOVELL: Broken Link - 404 Error Pages web.archive.org 1 SUSE SuSE-SA:2002:038
Debian -- Security Information -- DSA-165-1 (@ DEBIAN DSA-165
postgresql

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Postgresql Postgresql 6.3.2 All All All
Application Postgresql Postgresql 6.5.3 All All All
Application Postgresql Postgresql 7.0.3 All All All
Application Postgresql Postgresql 71 All All All
Application Postgresql Postgresql 711 All All All
Application Postgresql Postgresql 71.2 All All All
Application Postgresql Postgresql 7.1.3 All All All
Application Postgresql Postgresql 7.2 All All All
Application Postgresql Postgresql 7.2 All All All
Application Postgresql Postgresql 6.3.2 All All All
Application Postgresql Postgresql 6.5.3 All All All
Application Postgresql Postgresql 7.0.3 All All All
Application Postgresql Postgresql 71 All All All
Application Postgresql Postgresql 7141 All All All
Application Postgresql Postgresql 71.2 All All All
Application Postgresql Postgresql 71.3 All All All
Application Postgresql Postgresql 7.2 All All All
Application Postgresql Postgresql 7.21 All All All

cpe:2.3:a:postgresql:postgresqgl:6.3.2:*:***:**:*:

cne? 3:a'nostaresal'nostaraesal:f 5 R-*-x-*exkex k.
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B B T I I T

cpe:2.3:a:postgresql:postgresql:7.0.3: %"

cpe:2.3:a:postgresqgl:postgresql:7.1:*:** "

cpe:2.3:a:postgresqgl:postgresql:7.1.1: "

cpe:2.3:a:postgresqgl:postgresql:7.1.2: %" "

cpe:2.3:a:postgresql:postgresql:7.1.3:* " "

cpe:2.3:a:postgresql:postgresql:7.2:%:":*

cpe:2.3:a:postgresql:postgresql:7.2.1:* "

cpe:2.3:a:postgresql:postgresql:6.3.2:* % "

cpe:2.3:a:postgresql:postgresql:6.5.3:*: " *

cpe:2.3:a:postgresql:postgresql:7.0.3:* "

cpe:2.3:a:postgresql:postgresql:7.1:*:":

cpe:2.3:a:postgresql:postgresql:7.1.1:*

cpe:2.3:a:postgresqgl:postgresql:7.1.2:* " "

cpe:2.3:a:postgresqgl:postgresql:7.1.3:*

cpe:2.3:a:postgresqgl:postgresql:7.2: " "

cpe:2.3:a:postgresqgl:postgresql:7.2.1:*

No vendor comments have been submitted for this CVE
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