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Certain versions of Steelarrow from Tomahawk Technologies contain
the following vulnerability:

Multiple buffer overflows in Tomahawk SteelArrow before 4.5 allow
remote attackers to execute arbitrary code via (1) the Steelarrow
Service (Steelarrow.exe) using a long UserIdent Cookie header, (2)
DLLHOST.EXE (Steelarrow.dll) via a request for a long .aro file, or (3)
DLLHOST.EXE via a Chunked Transfer-Encoding request.

CVSS2 Score: 7.5 - HIGH
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CVE References

Description Tags Link

ISS X-Force Database: steelarrow-long-aro-bo (9889): SteelArrow long
.aro request buffer overflow

Vendor Advisory

web.archive.org

text/html

Inactive Link Not Archived

 XF steelarrow-long-aro-bo(9889)

SecurityFocus HOME Mailing List: BugTraq Vendor Advisory

web.archive.org

text/html

Inactive Link Not Archived

 BUGTRAQ 20020819 Multiple
Buffer Overflow vulnerabilities in
SteelArrow (#NISR19082002B)

Tomahawk Technologies SteelArrow ARO File Request Buffer Overflow
Vulnerability

cve.report (archive)

text/html

 BID 5495

Tomahawk Technologies SteelArrow Cookie HTTP Header Buffer
Overflow Vulnerability

cve.report (archive)

text/html

 BID 5494

CVE-2002-1441 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2002-1441/mitre
https://cve.report/CVE-2002-1441/nist
https://cve.report/CVE-2002-1441/cve_org
https://cve.report/CVE-2002-1441.pdf
http://cve.report/software/tomahawk_technologies/steelarrow
http://cve.report/vendor/tomahawk_technologies
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2002/http://www.iss.net/security_center/static/9889.php
https://web.archive.org/web/2002/http://online.securityfocus.com/archive/1/288013
http://cve.report/bid/5495
http://cve.report/bid/5494


← Previous ID Next ID→

Neohapsis Archives - VulnWatch - [VulnWatch] Multiple Buffer Overflow
vulnerabilities in SteelArrow (#NISR19082002B) - From
nisr_at_nextgenss.com

web.archive.org

text/html

Inactive Link Not Archived

 VULNWATCH 20020819 Multiple
Buffer Overflow vulnerabilities in
SteelArrow (#NISR19082002B)

Tomahawk Technologies SteelArrow Chunked Transfer Encoding Heap
Overflow Vulnerability

cve.report (archive)

text/html

 BID 5496

nextgenss.com - This website is for sale! - nextgenss Resources and
Information.

www.nextgenss.com

text/plain

 MISC
www.nextgenss.com/vna/tom-saro.txt

ISS X-Force Database: steelarrow-chunked-aro-bo (9890): SteelArrow
chunked encoding .aro request heap buffer overflow

Vendor Advisory

web.archive.org

text/html

Inactive Link Not Archived

 XF steelarrow-chunked-aro-
bo(9890)

nextgenss.com - This website is for sale! - nextgenss Resources and
Information.

www.nextgenss.com

text/plain

 MISC
www.nextgenss.com/advisories/steel-
arrow-bo.txt

Tomahawk Technologies SteelArrow Web Application Server Multiple
Buffer Overflow Vulnerabilities

cve.report (archive)

text/html

 BID 4860

ISS X-Force Database: steelarrow-userident-bo (9888): SteelArrow
UserIdent buffer overflow

Vendor Advisory

web.archive.org

text/html

Inactive Link Not Archived

 XF steelarrow-userident-bo(9888)

Tomahawk Technologies Inc. [Advanced Web Solutions] www.steelarrow.com

text/html

 MISC www.steelarrow.com/

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Tomahawk Technologies Steelarrow 4.1 All All All

Application Tomahawk Technologies Steelarrow 4.1 All All All

No vendor comments have been submitted for this CVE
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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