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AV-NIAC:LIAU:NIC:P/LP/AP Certain versions of Cajun M770-atm from Avaya contain the foIIowing
’ vulnerability:

An undocumented SNMP read/write community string (‘(NoGaH$@!") in
Avaya P330, P130, and M770-ATM Cajun products allows remote
attackers to gain administrative privileges.

CVE-2002-1448 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
ISS X-Force Database: avaya-cajun-default- () XF avaya-cajun-default-snmp(9769)
snmp (9769): Avaya Cajun default community
string could allow unauthorized SNMP access
Error 404--Not Found [ Patch | {2y CONFIRM
support.avaya.com/security/Unauthorized_ SNMP/index.jhtml
Avaya Cajun Firmware Default Community D BID 5396
String Vulnerability [ text/html |
Neohapsis Archives - Bugtraq - SNMP 0 BUGTRAQ 20020805 SNMP vulnerability in AVAYA
vulnerability in AVAYA Cajun firmware - From Cajun firmware

sgb5bpf_at_andra.com.pl
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https://cve.report/CVE-2002-1448.pdf
http://cve.report/software/avaya/cajun_m770-atm
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https://web.archive.org/web/2002/http://support.avaya.com/security/Unauthorized_SNMP/index.jhtml
http://cve.report/bid/5396
https://web.archive.org/web/2002/http://archives.neohapsis.com/archives/bugtraq/2002-07/0519.html

e ST LY e ey e S AT STMAT Y Y e SO T MRS OAAT T e ST S (O A MU AT A M A I T S AT AT VAT A TEIMAY FISAT S S5ia it A

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Hardware = 4 Avaya Cajun M770-atm All All All All
Hardware &= -0 Avaya Cajun M770-atm All All All All
Hardware o [ Avaya Cajun P130 All All All All
Hardware o [ Avaya Cajun P130 All All All All
Hardware &= -0 Avaya Cajun P330 All All All All
Hardware 53 = Avaya Cajun P330 All All All All

LRk kK ok kR ok,

cpe:2.3:h:avaya:cajun_m770-atm:*: """

dkakLk kR kR ok,

cpe:2.3:h:avaya:cajun_m770-atm:*: """

AkLk kKK kKK,

cpe:2.3:h:avaya:cajun_p130:*:*:** %

ARk kKK kKK,

cpe:2.3:h:avaya:cajun_p330:*:*:***: %

ARk kKK kKK,

cpe:2.3:h:avaya:cajun_p330:*:*:***: %

No vendor comments have been submitted for this CVE
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