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Summary

CVE CVE-2002-1463

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-06-09 04:00:00 UTC

Updated 2017-10-10 01:30:00 UTC

Description Symantec Raptor Firewall 6.5 and 6.5.3, Enterprise Firewall 6.5.2 and 7.0, VelociRaptor Models 500/700/1000 and 1100/1200/1300, and Gateway Security 5110/5200/5300 generate easily predictable initial sequence numbers (ISN), which allows remote attackers to spoof connections.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Enterprise Firewall 6.5.2 All All All

Application Symantec Enterprise Firewall 7.0 All All All

Application Symantec Enterprise Firewall 6.5.2 All All All

Application Symantec Enterprise Firewall 7.0 All All All

Hardware Symantec Gateway Security 5110 All All All

Hardware Symantec Gateway Security 5200 All All All

Hardware Symantec Gateway Security 5300 All All All

Hardware Symantec Gateway Security 5110 All All All

Hardware Symantec Gateway Security 5200 All All All

Hardware Symantec Gateway Security 5300 All All All

Application Symantec Raptor Firewall 6.5 All All All

Application Symantec Raptor Firewall 6.5.3 All All All

Application Symantec Raptor Firewall 6.5 All All All

Application Symantec Raptor Firewall 6.5.3 All All All

Application Symantec Velociraptor model_1000 All All All

Application Symantec Velociraptor model_1100 All All All

Application Symantec Velociraptor model_1200 All All All
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Application Symantec Velociraptor model_1200 All All All

Application Symantec Velociraptor model_1300 All All All

Application Symantec Velociraptor model_500 All All All

Application Symantec Velociraptor model_700 All All All

Application Symantec Velociraptor model_1000 All All All

Application Symantec Velociraptor model_1100 All All All

Application Symantec Velociraptor model_1200 All All All

Application Symantec Velociraptor model_1300 All All All

Application Symantec Velociraptor model_500 All All All

Application Symantec Velociraptor model_700 All All All

References

Reference Source

855 OSVDB

IBM X-Force Exchange XF

Service and Support CONFIRM

Multiple Symantec Product Weak TCP Initial Sequence Number Vulnerability BID

Neohapsis Archives - Bugtraq - Security Advisory: Raptor Firewall Weak ISN Vulnerability - From kristof.philipsen_at_ubizen.com BUGTRAQ

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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