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Summary

CVE CVE-2002-1513

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-04-02 05:00:00 UTC

Updated 2008-09-05 20:30:00 UTC

Description The UCX POP server in HP TCP/IP services for OpenVMS 4.2 through 5.3 allows local users to truncate arbitrary files via the -logfile command line option, which overrides file system permissions because the server runs with the SYSPRV and BYPASS privileges.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Compaq Tcp-ip Services 4.2 All openvms All

Operating System Compaq Tcp-ip Services 5.0a All openvms All

Operating System Compaq Tcp-ip Services 5.1 All openvms All

Operating System Compaq Tcp-ip Services 5.3 All openvms All

Operating System Compaq Tcp-ip Services 4.2 All openvms All

Operating System Compaq Tcp-ip Services 5.0a All openvms All

Operating System Compaq Tcp-ip Services 5.1 All openvms All

Operating System Compaq Tcp-ip Services 5.3 All openvms All

References

Reference

OpenVMS UCX POP Server Arbitrary File Modification Vulnerability

Neohapsis Archives - Bugtraq - [security bulletin] SSRT2371 HP OpenVMS Potential POP server local vulnerability (fwd) - From da_at_securityfocus.com

ISS X-Force Database: openvms-pop-gain-privileges (10236): OpenVMS POP server HP TCP/IP services allows elevated privileges

Neohapsis Archives - Compaq Products - [security bulletin] SSRT2371 HP OpenVMS Potential POP server local vulnerability - From Rich.Boren_at_hp.com

SecurityFocus HOME Mailing List: BugTraq
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NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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