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Summary

CVE CVE-2002-1520

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-04-02 05:00:00 UTC

Updated 2008-09-05 20:30:00 UTC

Description The CLI interface for WatchGuard Firebox Vclass 3.2 and earlier, and RSSA Appliance 3.0.2, does not properly close the SSH connection when a -N option is provided during authentication, which allows remote attackers to access CLI with administrator privileges.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Rapidstream Rapidstream 2000 All All All

Hardware Rapidstream Rapidstream 4000 All All All

Hardware Rapidstream Rapidstream 500 All All All

Hardware Rapidstream Rapidstream 6000 All All All

Hardware Rapidstream Rapidstream 8000 All All All

Hardware Rapidstream Rapidstream 2000 All All All

Hardware Rapidstream Rapidstream 4000 All All All

Hardware Rapidstream Rapidstream 500 All All All

Hardware Rapidstream Rapidstream 6000 All All All

Hardware Rapidstream Rapidstream 8000 All All All

Hardware Watchguard Firebox v10 All All All

Hardware Watchguard Firebox v100 All All All

Hardware Watchguard Firebox v60 All All All

Hardware Watchguard Firebox v80 All All All

Hardware Watchguard Firebox v10 All All All

Hardware Watchguard Firebox v100 All All All

Hardware Watchguard Firebox v60 All All All
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Hardware Watchguard Firebox v60 All All All

Hardware Watchguard Firebox v80 All All All

References

Reference

Neohapsis Archives - Bugtraq - Watchguard firewall appliances security issues - From tharbad_at_kaotik.org

Neohapsis Archives - Bugtraq - Software Update Available for Legacy RapidStream Appliances and W atchGuard Firebox Vclass appliances - From Steve.Fallin_at_watchguard.com

WatchGuard Firebox VClass CLI Interface Improperly Terminated Connection Vulnerability

4831

ISS X-Force Database: firebox-vclass-cli-admin-privileges (10218): WatchGuard Firebox and Legacy RSSA Vclass CLI -N login administrative privileges

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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