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AVNCUAUNCPIPIAP Certain versions of Winamp from Nullsoft contain the following
’ vulnerability:

Buffer overflow in XML parser in wsabi.dll of Winamp 3 (1.0.0.488)
allows remote attackers to execute arbitrary code via a skin file (.wal)
with a long include file tag.

CVE-2002-1524 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

() BUGTRAQ 20020929 IIL Advisory:
Vendor Advisory Winamp 3 (1.0.0.488) XML parser buffer
web.archive.org overflow vulnerability
text/html

Not Archived

ISS X-Force Database: winamp-xml-parser-bo (10228): Winamp Vendor Advisory (%) XF winamp-xml-parser-bo(10228)
XML parser (wasabi.dll) malformed skin file buffer overflow web.archive.org
text/html
Not Archived

Nullsoft Winamp 3 Skin File Buffer Overflow Vulnerability () BID 5832
Vendor Advisory
cve.report (archive)

text/html
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https://cve.report/
https://cve.report/CVE-2002-1524/mitre
https://cve.report/CVE-2002-1524/nist
https://cve.report/CVE-2002-1524/cve_org
https://cve.report/CVE-2002-1524.pdf
http://cve.report/software/nullsoft/winamp
http://cve.report/vendor/nullsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2002/http://archives.neohapsis.com/archives/bugtraq/2002-09/0346.html
https://web.archive.org/web/2002/http://www.iss.net/security_center/static/10228.php
http://cve.report/bid/5832

DYy STICULY LISDT 1IN, YyUU lliay VT jcavilly W VLICPUIL WEUDSPAULE. VVE 11dVE PIUVIUCU LHEDT HTIND LU ULHITT WEUDILED VELaude LUIgy lliay Have inuiiiauvil uiat
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Nullsoft Winamp 3.0 All All All
Application Nullsoft Winamp 3.0 All All All

cpe:2.3:a:nullsoft:winamp:3.0:*:*:*:*:*:*:*:

cpe:2.3:a:nullsoft:winamp:3.0:*:*:*:*:**:*:

No vendor comments have been submitted for this CVE
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


mailto:%20comment@cve.report
http://cve.report/vendor/nullsoft
http://cve.report/software/nullsoft/winamp
http://cve.report/vendor/nullsoft
http://cve.report/software/nullsoft/winamp
https://cve.report/CVE-2002-1523
https://cve.report/CVE-2002-1525
https://cve.report/
https://twitter.com/CVEreport
https://nitter.domain.glass/CVEreport/with_replies
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2002-1524
	CVSS2 Score: 7.5 - HIGH
	CVE References
	Known Affected Configurations (CPE V2.3)


