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Summary

CVE CVE-2002-1535

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-03-31 05:00:00 UTC

Updated 2008-09-05 20:30:00 UTC

Description Secure Webserver 1.1 in Raptor 6.5 and Symantec Enterprise Firewall 6.5.2 allows remote attackers to identify IP addresses of hosts on the internal network via a CONNECT request, which generates different error messages if the host is present.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Enterprise Firewall 6.5.2 All All All

Application Symantec Enterprise Firewall 6.5.2 All All All

Application Symantec Raptor Firewall 6.5 All All All

Application Symantec Raptor Firewall 6.5.3 All All All

Application Symantec Raptor Firewall 6.5 All All All

Application Symantec Raptor Firewall 6.5.3 All All All

References

Reference Source

Symantec Security Response Advisory - Symantec Enterprise Firewall Secure Webserver info leak CONFIRM

ISS X-Force Database: simple-webserver-topology-disclosure (10363): Simple, secure webserver could disclose network topology XF

Neohapsis Archives - Bugtraq - Symantec Enterprise Firewall Secure Webserver info leak - From advisories_at_ai-sec.dk BUGTRAQ

Multiple Symantec HTTP Proxy Information Disclosure Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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