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Summary

CVE CVE-2002-1547

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-03-31 05:00:00 UTC

Updated 2008-09-05 20:30:00 UTC

Description Netscreen running ScreenOS 4.0.0r6 and earlier allows remote attackers to cause a denial of service via a malformed SSH packet to the Secure Command Shell (SCS) management interface, as demonstrated via certain CRC32 exploits, a different vulnerability than CVE-2001-0144.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Juniper Netscreen Screenos All All All All

References

Reference

CERT/CC Vulnerability Note VU#930161

Neohapsis Archives - VulnWatch - [VulnWatch] (Correction) Netscreen SSH1 CRC32 Compensation Denial of service - From erik.parker_at_digitaldefense.net

Neohapsis Archives - Bugtraq - Netscreen SSH1 CRC32 Compensation Denial of service - From erik.parker_at_digitaldefense.net

Neohapsis Archives - Bugtraq - (Correction) Netscreen SSH1 CRC32 Compensation Denial of service - From erik.parker_at_digitaldefense.net

4376

ISS X-Force Database: netscreen-ssh-dos (10528): NetScreen-25 remote SSH request denial of service

Service Unavailable

Neohapsis Archives - VulnWatch - [VulnWatch] Netscreen SSH1 CRC32 Compensation Denial of service - From erik.parker_at_digitaldefense.net

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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