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AVNACLAUNCCACAC Certain versions of Mailreader.com from Mailreader.com contain the
’ following vulnerability:

compose.cgi in Mailreader.com 2.3.30 and 2.3.31, when using
Sendmail as the Mail Transfer Agent, allows remote attackers to
execute arbitrary commands via shell metacharacters in the RealEmail
configuration variable, which is used to call Sendmail in network.cgi.

CVE-2002-1582 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 10- HIGH
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CVE References

Description Tags Link

SecurityFocus | Exploit | (3) BUGTRAQ 20021028 SCAN Associates
= Advisory : Multiple vurnerabilities on
mailreader.com

ISS X-Force Database: mailreader-compose-command- [ Patch | (7) XF mailreader-compose-command-

execution (10491): Mailreader.com compose.cgi script could execution(10491)

allow an attacker to execute commands

MailReader.com Remote Command Execution Vulnerability [ Patch | (D) BID 6058
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's by request of one Anthony DiSante * A fixed Dutch translation (9 CONFIRM

by Almar van Pel * Added ALT's to all -tags by request of Raul A. www.mailreader.com/download/ChangelLog
Gallegos * Possibility to use the sendmail binary instead of SMTP

by Mark Slemko * Cookie-based session identification for those

browsers that accept cookies (a fix for a nasty security bug) * A

workaround for an 1IS bug for a piece of code that was originally

put in there to work around IE bugs :-) 2.3.29 Thu Jul 19 09:37

2001 Kim Holviala * Uh... .27 and .2

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mailreader.com Mailreader.com 2.3.30 All All All
Application Mailreader.com Mailreader.com 2.3.31 All All All
Application Mailreader.com Mailreader.com 2.3.30 All All All
Application Mailreader.com Mailreader.com 2.3.31 All All All
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No vendor comments have been submitted for this CVE
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